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Z-Wave fOWAVE

o Een lichtgewicht protocol voor huisautomatisering;
o 868 MHz in Europa;

o Tot 40 kbit/s;

o Mesh networked LAN;

o Merkgebonden radiotechnologie van Sigma Designs and Mitsumi.

Lighting Security panels

ﬂ \.\"h y

Shade & Motor Smart meters Thermostats S Window control

bron: z-wave.com
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EnOcean

Green.Smart.Wireless.

enoceair

o Gepatenteerde draadloze technologie;

o Gebaseerd op geminiaturiseerde energie-omzetters, ultra-low-power elektronica en
betrouwbare draadloze verbindingen;

o Oorspronkelijk 868 MHz, Maakt gebruik van korte berichten van een miliseconde lengte
met een data rate van 125 kilobits per seconde;

o Point to point of point to multi-point HAN.
o Bluetooth Low Energy en

ZigBee Green Power;

bron: enocean.com
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EnOcean

Wired backbone
EIBR/S KM
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TCP/IP

Modbus

Proprietary
zolutions
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Bluetooth Low Energy Blﬁ*tagth

Low Energy

o Primair gericht op mobiele telefoons;
o Korte afstand communicatie;

o 2.4 GHz;

o Tot 1 Mbit/s;

o P2P, Star PAN, Mesh in ontwikkeling.

-

98'“5}3%,‘ bron: Google Images
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Bluetooth Low Energy BI%tggth

. " ' Low Energy
(Sensor) device Host device Web service
Sardaore  Cualeode

Sports & fitness :
L7 ieart rate bor — Z Weight loss and
PN «Footpod % g fitness coaching
| S
\,( Bbodmm 2 -é Elderty monitoring
i B [ _ ) seme
Home & entertainment CE ©
mm"‘" — O T s = Gaming communiy
g m
Office & mobile accessories o ‘ 0]
=« Mobie keyboard el Yo ™ Aocount mgmt
‘hﬂad mumymmeapcwh 0 = 5
: ;
— 3 —> o) Car repair service
- ——p Tracking service
Soure: Nokia bron: bluetooth.com
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ZigBee RFACE

LigBee

o ZigBee RFACE is an open standaard voor audio/video afstandsbedieningen van

consumenten electronica;
o 2.4 GHz,
o Simpele device-to-device topologie;
o Superieure gebruikservaring in vergelijking met IR;
o Bi-directionele communicatie mogelijk;

o Meer dan 10 jaar op een batterij voor minder dan € 2

aan materiaalkosten. a4

bron: Comcast.com
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)
ZigBee RF4CE

Control

_ LigBee
ZigBee® RF4CE

Wireless Control

ZigBee® RFACE

Controller Device

—

Batteries

32KHz XTAL LCD

= Optional

bron: Microchip.com
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ZigBee 3.0 !/)

LigBee
o IEEE 802.15.4 MAC/PHY, 2.4 GHz;

o Tot 250 kbit/s;

o Mesh networked LAN, max. 65000 nodes;

o Gebruikt een cluster bibliotheek om functies te definiéren (ZCL);

o Betrouwbaar en robuust;

o Low-power;

o Is schaalbaar en ondersteund netwerken met duizenden nodes;

o ZigBee is veilig, ondersteund zowel gecentraliseerde als gedistribueerde beveiliging;

o ZigBee is globaal door het gebruik van 2.4 GHz.
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ZigBee 3.0

12
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OSI Model

—

Application Layer

_J

LigBee

What is a light bulb?
What is on?
What is off?
What is dim?

How does the network form?
What is the network size?
How do devices join?
How are messages encrypted?

What frequency is used?
How does transmission work?

bron: ZigBee.org
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ZigBee Green Power feature Q/)

LigBee
o Alle ZigBee 3.0 routers beschikken over deze feature;

o Maakt het mogelijk om batterijloze ZigBee producten beveiligd te verbinden;

o Het is de meest eco-vriendelijke manier om ZigBee producten als sensoren,
schakelaars, dimmers te laten communiceren,;

o Deze producten kunnen worden gevoed met een breed scala energiebronnen zoals
beweging, zonne energie en vibratie;

o De energie die vrijkomt bij het schakelen van een lichtschakelaar genereert voldoende
energie om berichten naar een ZigBee 3.0 network te sturen en te ontvangen.

2 £

[§ 9 ‘ /

>
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ZigBee Green Power feature

T,
Tk

33?7

Reduced-sized
Green Power frame

ZigBee Energy harvesting
light switch

20 milli joule

ZigBee PRO
Green Power

200 micro joule
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O:nn: ’”HO#--

PROXY

Full-sized ZigBee frame
with Green Power data

bron: ZigBee.org
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ZigBee LED toepassingen Q/)

LigBee

o ZigBee wordt veel toegepast in LED verlichting

* Philips HUE;
OSRAM
» Osram Lightify;
 GE Link PHILIPS
« LG Home Chat; W 0
L BUSCH-JAEGER
« Samsung Smart Lighting; anegood

C SmartThings

ABB Busch Jaeger;
« IKEA.

o Vele van deze fabrikanten zijn aangesloten bij de TCLA:  THE CONNECTED L|{3HT|\G ,&.I_I_IAFt.CE

SHARPING THE FUTURE

- ZigBee als standaard voor residentiéle verlichting.

- Thread als standaard voor professionele verlichting.
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Thread

o Gebaseerd op IEEE 802.15.4 MAC/PHY, IPv6 en 6LOWPAN;
o Zelfherstellend low-power mesh network;
o Eenvoudige installatie en configuratie;

o Veilig, alleen vooraf geautoriseerde apparatuur mag het network toetreden, alle
communicatie is versleuteld en beveiligd;

o Thread kan gebruik maken van de ZigBee Cluster Library (ZCL);

o Laag energie verbruik, meerdere jaren op een AA batterij; Application Nest Weave
o Nest Weave communicatie protocol; Transport [ FHREAD
Network Networking Protocol
.
MAC (

IEEE 802.15.4 MAC/PHY
PHY
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Thread

17
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HOe® O

End Device
Router Eligible

Thread Router
Leader
Border Router

Thread Link

bron: threadgroup.org
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LoRa

o Low Power Wide Area Network (LPWAN); k} k p n

o KPN bied landelijke infrastructuur;

o The Things Network is een open community om een internet-of-things datanetwerk te
maken met de LoRaWAN-technologie. ‘\\

o 868 MHz in Europa; THE THINGS

o De data rate is afhankelijk van afstand en berichtlengte, tussen 0.3 kbps tot 50 kbps;

o Een LoRaWAN netwerk server bepaald de data rate en RF output voor elk end-device;

o LoRa kan tot op 25 meter nauwkeurig de positie bepalen van een sensor.

o Het verzamelen van data van sensoren, het bedienen van verlichting en
toegangspoorten, het volgen van mensen en objecten.
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Sigfox ' sigfox

o Low Power Wide Area Network (LPWAN);

o Aerea bied landelijke infrastructuur; QO QCMNCQ

o Sigfox maakt gebruik van ultra-narrow band (UNB) technologie.

o Hoge schaalbaarheid maakt millioenen sensoren mogelijk.

o 868 MHz in Europa;

o Max. 12 bytes = 96 bits = 2"96=79228162514264337593543950336 combinaties;

o Max 140 berichten per dag door duty cycle restricties.
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Sigfox ' sigfox

How to optimize your available spectrum ?

Conventional signals are stones (the protocol) containing a grain of sand (your information). You should rather fill directly with sand !

— Should go

o il To this

13 conventional GFSK signals, representing around 40% resource loading 210 UNB SigFox signals, representing less than 4% resource loading
3 collisions have occurred during this sequence No collision occurred during this sequance

- I‘ ) l“ 'M M ‘ .

. . ‘.“'l' .tw','& oo e
e ' P | ‘ -

l
NR it (O T | |‘l
t

R TR ’] ‘ll I”M. l | Ml”

GFSK signal '

Ultra narrow
SigFox signals
g ' \ ~

bron: sigfox.com
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OTA testen

o Het bepalen van de kwaliteit van de radio implementatie;
o 3D antenne patroon metingen;

o Ontvanger gevoeligheids metingen.
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OTA testen

23
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OTA testen
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OTA testen
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o Conformiteitstesten:

* Product moet voldoen aan de regelgeving en richtlijnen.

 CE, FCC. F@
- RED C €

o Interoperabiliteit :

» Zeker stellen dat apparatuur samenwerkt. f . @
OWAVE Ocean LigBee'

* Protocol testen = logo’s.
®
ora )

» Zeker stellen dat meerdere standaarden naadloos met elkaar samen werken.

./‘-._ .

wiGaig
S

CERTIFIED

by Wi-Fi Alliance

o On-site conformiteit testen:
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Voorbeeld: ZigBee Test Harness

27

4AY§% Harness Tool

TP-PRE-TC-04: Netwogs
dSC o Join - ZED1 not factory ne
[7] 2.6 7P-PRE-TC-06: Frequency agility - DUT ZRL ‘

[7] 28 TP-PRE-TC-08: Security feature with 2601 s WAC-802-15.4

RF4CE
v 013 Cluster specific tests ¢ RFACETI

ZigBee HA1_2
V) 4 Notwork intacoparabitity tests | ZigBee RS_1.0

95 9t 88 01 00 48
TimeDeita Source Address Sourc  Address Dest Paciet Ag E3 FA 91 F4l €2 50 00 SE CO 0O
11:51:57:720 00:00:00.4060232 COMBSS TX ( COMSS ey P %y
11:51:5 0 00:00:00.0600035 COMSS RX { COMSES MacDara.Confirm
) 0000000480027 | COMSS RX {COMSS estConfirm “
11:51:57:828
00:00:00.0490028 COMES RX { COMSS INTERPAN-DATA Indicd
11:51:57:877 20-00,04400: “
> 3 L 2 o OIS ML CONG SendlIdentifyCommand I oyfiead{ 29 Bytes }
115157321 00:00:008090463  COMSS TX ( COMSS 0x959€850: e o o
MacData.Confirm ResponseCommand{ 1 Bytes }
11:51:58:73 00:00:00,8410481 COM3S RX { COM8S ey
00000790045 | COMBS RX{COMES INTERPAN-DATA Request.Cq 0 Tyl et
11:52:02:53 00:00:03 2441856 COMSS5 TX ( COMES StartNwkRequest ) = 1| Expected : { Ox11 } != Recer
11:52:02:54 00:00:03.2451856 COMBS TX ( COM8S 0x959€88010 INTERPAN-DATA.Reque:
11520283 0000032801876 | COMAS RX { COMSS Dati GoRfin
R s cowsseccows  Packet Identification Debugging Er
00:00:00.1250074 COMES RX { COMSS MacDatalndicaton
00:00:00.1350078 COMSS RX { COMSES INTERPAN-DATAIndikcation v
0 1>
193 TimeDeita:
ftatus v X
Froup Nami Test Name Step e Time Start Tit

v X

12 00 03 FF FF
10 08 19 88 13

[ 2.6 TP-PRE-TC-06: Frequency agility - DUT ZEDY, = = 02183
- —
[ 2.7 TP-PRE-TC-07: Security fearurewith ZR as Gy " o oning-Cluster ﬁzozm

= ) Linke Start Touch Link DUT 21 Send_Scand_RequestChannel 11 5079.11:51:55.235364. 00: | =
) [ Touch tink ; 2 1
Link Start Touch Link DUT 21 Send_Scand_RequestChannel 11 5079.11:51:55.493379. 00:
{7 start Touch Link and reset the DUT ZR 1o facton) ZigBee ZLL1.0 Link Start Touch Link DUT 21 Set channel 5079.11:51:35.764354 00:
[ Svant Touch Unk DUT 2R b Link Start Touch Link DUT 21 Send_Scand_RequestChannel 15 5079.11:51:55.8243581 00:
[ Star Touch Link DUT ZED Profile Se 10N roueh Link Start Touch Link DUT 21 Set channe! 5079.11:51:56.112414' 00:
21 Pass | Touch Link Start Touch Link DUT 21 Send_Scand_RequestChannel_20 5079.115156172417 00:
v [ 23 TP-PRE-TC-03: Network join — DUT ZED1 not 22/ Pass | Touch Li - ch Link DUT 2} Set channel 5079,11:51:56.443433: 00
23 Pass  TMTh Link Start ToUDNDUT 21| Send.Scand_RequestChannel 25 5073.11'51:56588241° 00|
V) [F] 23 TP-PRE-TC-03: Network join = TH ZEDX not f 28/ Pasfl ik Start Touch LR Ttem 4: ZR1 responds to the sean back to ZED1 5079.11:51:46.877458: 00:
2 Set channe! 5079.11:51:57.173475! 00:
s | Touch Link Start Touch Link
2 tem 5: ZEDX raquests device information from ZR1. 5079.11:51:57.619500 00: | |
s | Pdch Link Start Touch Link DU, 2. 2601 requess ZA1 identfy st 5079.11:51:58.629558: 00: | |
Fail  Touch Link Start Touch Link DUTkm 10b: ZR1 unicasts 3 network start response inter-AN command frame to ZED3 5079.11:51:52.166760: 00:
Pass | Touch Link Start Touch Link DI 122 ZED] broadcasts 3 ZDO device_snnce command frame 5079.11:51:53.169818' 00:
il | Touch Link Start Touch Link DUffeteeAddress ke b
L = = . n = ]
: > E 00 Status: Done! - 5
Test suit [ Commands ] Sniffers | Devices ‘ Fail: 8 Pass: 24 | Packet Details ‘ End Point !
= i :
1
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Example: ZigBee packet sniffer

@ Untitled « - Ubiqua Protocol Analyzer Beia [P
File Tools Device View Window Help
Device Manager v & X Traffic View v B X Packet View v & X
4 USB40BG.. () iR [ R - © i pmﬁlemis-snw 2 B % DB B} @ ZCL - Groups: Add Group (&)
© Capturing.. I F Information: (51 bytes)
id Ln Timestamp TimeDelta Ch  Stack Packet Information MAC Src. MAC Dst. - rame n : Y
» USB9253... () . ' MAC Header: (9 bytes)
@ Capturing... 5 @9:48:58.523 9.802208 20 ZigBee Acknowledgement 4 MAC Payload: (40 bytes)
12 ©9:48:58.630 9.107464 20 ZigBee Data Request @xeeal 0x8002 I NWK Header: 8x311E060100020248
» UsB2100- () ] 5 89:48:58.631 ©.800768 28 ZigBee Acknowledgement b MWK Aux Header: (14 bytes)
& Capturing.. 10 35 :58.883 0.000000 11 ZigBee ZLL Commissioning: Scan Request ©0:12:48:00:01:33:C8:A9  BxFFFF 4 NWK Payload: (14 bytes)
USB1335-_ 1 35 8:50.132 ©.248720 11 ZigBee ZLL Commissioning: Scan Request 20: OxFFFF I APS Header: 0x910D010400040B00
» @ Capturing... () 12 35 :59.383 ©.250880 11 ZigBee ZLL Commissioning: Scan Request 00: @xFFFF 4 APS Payload: 9x000001009511
13 35 :59.632 ©.248976 11 ZigBee ZLL Commissioning: Scan Request 00: OxFFFF 4 ZCL Header: 0x809511
& USBSGAT () 1 35 159.882 0.249608 11 ZigBee ZLL Commissioning: Scan Request 00: OxFFFF b Frame Control: @x11
© Capluring.- 15 35 :00.178 ©.000000 15 ZigBee ZLL Commissioning: Scan Request 00:12:48:00:01:33:(8:A9  BxFFFF Transaction Sequence Number: 149
» USB7235:.. () 16 35 :00.393 1.761952 20 ZigBee ZLL Commissioning: Scan Request 00:12:48:00:01:33:(8:A9  @xFFFF Command ID: [@x@8] Add Group
@ Capiuring... 17 71 :90.481 ©.088312 20 ZigBee ZLL Commissioning: Scan Response ©0:17:88:01:00:BE:04:2E  00:12:4B:00:01:33:C8:A9 4 ICL Payload: @x200001
— 18 5 :00.484 ©.002656 20 ZigBee Acknowledgement Group ID: 0x0001
» s () 19 35 9:00.631 0.000000 25 ZigBee ZLL Commissioning: Scan Request 00:12:48:00:01:33:C8:A9  OxFFFF 4 Group Name: @x0@ )
9 e a1 :98.996 ©.422440 20 ZigBee ZLL Commissioning: Tdentify Request ©9:12:48:00:01:33:(8:A9  80:17:88:01:00:BE:04: 2F . 3;”;;;; [e] Empty String
» USB4296:_. () 21 5 2} ©0.908 0.001696 20 ZigBee Acknowledgement *
@ Capturing.. g2 5 8x00871 I* MAC Footer: @xFFFF
USB6017- 23 5 0.002016 28 ZigBee Acknowledgement
* & Capiuring.. () 24 12 0.112552 28 ZigBee Data Request 0x0001 8x0002
25 5 0.000768 20 ZigBee Acknowledgement
USB5762:... 26 i B
» 5 () a 51 9.807760 20 ZigBee Groups: Add Group Response 0x0002 8x0001
® Capturing... 27 5 9.002016 20 ZigBee Acknowledgement
USB3353:.. a2 64 ©0.016380 28 ZigBee ZLL Commissioning: Endpoint Information  @x@eel @x0002
» @ Capiuring.. () 29 5 ©.002432 20 ZigBee Acknowledgement
USR3062 3 12 ©.158480 20 ZigBee Data Request @xeeal @x0002
» 2. () 31 5 0.000768 20 ZigBee Acknowledgement
© Capturing.- a3 50 ©.0084808 20 ZigBee Identify: Trigger Effect 2x0001 2x0002
» USB0431:... () 33 5 0.001984 20 ZigBee Acknowledgement
@ Capturing... a3 5@ ©.000936 20 ZigBee ZLL Commissioning: Default Response @x0e82 exeeal
35 5 0.001984 20 ZigBee Acknowledgement
USB1862:...
» ® Capturin () 36 12 0.107456 28 ZigBee Data Request @x0e01 0x0002
9 37 5 0.000768 20 ZigBee Acknowledgement N
& USB2186: () 38 12 0.162176 20 ZigBee Data Request oxoea1 BxB002 s‘ggsg i; 22 ii gs Eﬁ g; ?‘; Si sg
N X
@ Capturing... 39 i
'g. 5 ©.000768 20 ZigBee Acknowledgement ox@012 CF 10 63 08 A9 C8 33 01 98
. )
= USB2921-.. () 12 ©.103824 28 7igBee Data Request @x0e01 0x0002 0x001B 4B 12 00 0@ 80 0B B4 00 B4
& Capturing.. 41 5 0.000768 20 7ZigBee Acknowledgement 0x8024 @1 eD 91 11 95 09 81 00 80
a2 12 0.102632 28 ZigBee Data Request 0x0001 8x0002 8x002D 36 B2 E4 4C FF FF
43 5 0.000768 20 ZigBee Acknowledgement
“ 12 ©.102512 280 ZigBee Data Request @xeeal @x0002
45 5 0.000768 20 ZigBee Acknowledgement -
R eeeee—————————————————————————————————— » || S Lo e
Packet 22 0f 78
0 " ®
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Example: LORA test environment

(T 4fiCom CTE (Run Mode)

Campaign Testplan  Settings

Mode Calibration Tools About

Testplan | C:\BOA_LV_SW/ Testplans\MultiTech_ABP_v1.0.1_Prolfic_DUTL.tpl

Proj. Multitech ABP v1.0.1 Rev 1

Comprehensive

Testing

Environment

Repeat -Tests <On Error -On Fail -Incondusive
SN |1 o o ' ils ils

CTE SW Version

Calibration Expiry Date
Tests Started

Total Test-Time Remaining

CTE- THF V433
CTE- RF - G3M V430
TE - BE - GDRG Va2 N =

Inf

0d00h00m

Temperate & Voltage Test Conditions

RUN
X

RUN

Rem- L)L DUT1 Test-Time Remaining | 0d00h00m e e
2reY Multitech 1.0.1ABP  Adaptor Default swz |1
Temp

Sys 10 | Info ‘
Band Testhame LjvT4[vT2[vT3[vT4/vTs[vVT6[vT7|vTE[VTS Opt [Time [i
EUBB3-870 LA_EDC_EUB63-870_V1.2_1.0 Device Activation 00h03m | C

[ [Eussasro LA_EDC_EUB63-870_W1.2_2.0 Test application 00h03m | C |
EUBG3-870 LA_EDC_EUB63-870_V1.2_3.0 Over The Air Activation 00n0sm | C
EUB63-870 LA_EDC_EUB63-870_V1.2_4.0 Packet Error Rate Part 1 00n06m | C
EUB63-870 LA_EDC_EUB63-670_V1.2_5.a AES encryption 00n0am | C

B EEEED LA_EDC_EUB62-870_W1.2_5.b MIC 00h04m | C |
EUB62-870 LA_EDC_EUB63-870_V1.2_6.0 Downink window timing 00h03m [ C |
EUB63-870 LA_EDC_EUB53-870_V1.2_7.a Uplink sequence number 00h03m [ C |
EUBB2-ET0 LA_EDC_EUBE3-870_V1.2_7.b Downink sequence number 00n03m | C |
EUBB2-2T0 La_EDC_EUBE3-870_V1.2_8.0 DevStatusReq MAC command 00n03m | C |
EUBBZ-E10 LA_EDC_EUBE3-870_V1.2_9.0 MAC Commands. 00h03m [ C |
EUBBZ-ET0 LA_EDC_EUBE3-870_V1.2_10.a Read-only defaut channels 00h04m | C |
EUBBZ-ET0 LA_EDC_EUBE3-870_V1.2_10.b Addiion and removal of muftple channals 00h03m | C |
EUBB3-870 LA_EDC_EUB63-870_V1.2_10.c & 10.d Addition and removal of a single channel 00h05m | C |

[ [Eussasro LA_EDC_EUB63-870_W1.2_11.a Uplink confirmed packets 00h03m | C |
EUBB3-870 LA_EDC_EUB63-870_V1.2_11.b Upiink 00h03m | C
EUB63-870 LA_EDC_EUB63-870_V1.2_11.c Dowinink confirmed packets. 00n03m | C
EUB63-870 LA_EDC_EUB63-870_v1.2_11.d Downink retransmission 00n03m | C

B EEEED LA_EDC_EUB62 870_V1.2_12.0 RXParamSetupReq MAC command 00n06m | C |
EUB63-870 LA_EDC_EUB63-870_V1.2_13.0 RXTimingSetupRea MAC command 00h04m [ C |
EUB62-870 LA_EDC_EUB63-870_V1.2_14.a ADR bit 00h03m [ C |
EUZ63-70 LA_EDC_EUB63-870_V1.2_14.0 TXPower 00h03m [ C |
EUBBZ-ET0 LA_EDC_EUBE3-870_V1.2_14.c Required DataRates 00h04m | C |

[ [Eusez=To LA_EDC_EU363-270_V1.2_14 d Optional DataRates. 00h03m | C |
EUBBZ-ET0 LA_EDC_EUBE3-870_V1.2_14.¢ Channelask 0005 | C |
EUBBZ-ET0 LA_EDC_EUBE3-870_V1.2_14 1 Redundancy 00h03m [ C |
EUBBZ-ET0 LA_EDC_EUBB3-870_V1.2_14.g ADRACKReq bit 0h0Bm | C |
EUBB3-870 LA_EDG_EUB63-670_V1.2_15.0 Packet Error Rale RX1 [ 00h45m | C |

[ [Eussasro LA_EDC_EUB63-870_W1.2_16.0 Packet Error Rate RX2 1 r 00h45m | C |
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Vragen?
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Hartelijk bedankt voor de aandacht
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