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Agenda

* Diagnose infrastructuur

* Diagnose kenmerken

* Device en Proces diaghose
* Netwerk diagnose

* Diagnhose monitoring
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Diagnose Infrastructuur
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Diagnose kenmerken

* Diagnose vanaf het aangesloten proces tot de systeem operator.
* Gestandaardiseerde en fabrikant specifieke diagnose berichten.
* Events van het aangesloten proces rapporteren.

* Events van het een Field Device rapporteren.

* Events van de netwerk infrastructuur componenten rapporteren.
* Preventieve diagnose opvragen.
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Device en Proces Diaghose
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Field Device Notifications

e Undervoltage/Overvoltage * Line break
e Short circuit * Module Defect
* OQverload * Plug or Pull Module (hot swap)

Proces Notifications

e Tank pressure too low/high
*  Temperatue too low/high
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Netwerk Diagnose Managed Switch

* Field Device (Build-in Switch) * EventTable

e PLC * Port Configuration/Status
* Link State

* Managed Switch * Speed

* Negotiation Mode
* Duplex Mode

* Port Statistics

Packets (length)

Broadcast

Multicast

Undersized and Oversized Packets
CRC Alignment errors

Collisions

* Network Utilization
* Network Capacity
* System Up time

* Port Mirroring

» Read input or/and output
data from selected Port
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SNMP (Simple Network Management Protocol)

* Fabrikant onafhankelijk protocol.

* Definieert commando’s voor het lezen en schrijven van informatie van een
netwerk component.

* Definieert structuren voor het opslaan van informatie MIB (Management
Information Base).

* MIB2 volgens RFC1213 wordt ondersteund door alle SNMP netwerk
componenten.

* Fabrikant specifieke SNMP objecten in private manufacturer area in de
SNMP object tree.
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SNMP management

Management
Station
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Switch Field Device
MIB MIB
Agent Agent
Note:

MIB = Management Information Base
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SNMP Object Tree

rEI SnmpB . E@g1
File Tools Options Help
Tree | Modules | Editor | Discovery | Traps | Graphs I Log |
Remote SNMP Agent Query Results
3) SNMPyl () SNMPyZc () SNMPV3 | —— SHMP query started—— -
MIE Tree 1: sysDescr.0 Smart Managed Compact Switch
2: sysObjectID.0 enterprises.4346.11.1.2.1.1.1.78
4 &) MIB Tree “ 11 3: sysUpTimelnstance 1 day 0:15:43.00
4 & iso |£][ | 4: sysContact.0 The Manager
f > @ std 5: sysame.0 phoenix-switch
4 @ arg 6: sysLOG_tion.U Cahinet 1
P @ dod 7: sysServices.0 ?5_
il ; ——-SMNMP query finished-—
[ 4 & intemet Total # of Requests = 8
! (5 directory Total # of Objacts = 8
{ Fl @ mgrmt
I 4 15 mib-2
! 2 & ystem '
i # sysDescr = ]
&) sysObjectlD
i & sysUpTime
& sysContact
1 & sysMame
| & sysLocation = i it
| ' ] »
ifAdminStatus fOperStatus ifLastChange [finOctets  [finUcastPkts ifinNU castPkts [fnDiscards fInErrc
- N @ d T Por-u0L 6 1522 T00000000 003l 35:68:03:b7 jup(1) up(1) 0:00:00.00 2016419 |0 ] ] 0
. @ org 2 2 port-002 6 1522 (100000000 |00:30:45:68:03:b8 jup(1) up(1) 0:00:00.00 333776068 |69 70 0 0
4 @ dod B 13 port-003 |6 152210000000 ||00:a0:45:68:03:b5 jup(1) down(2) 0:00:00.00 |0 ] ] ] 0
4 @ internet 4 4 port-004 6 1522 (100000000 |00:30:45:68:03:b6 jup(1) up(1) 0:00:00.00 1241778 2 2 0 0
& directory 5 5  jportoosfe  [1522[10000000 |[p0:a0:45:68:03:bb]jup(1) down(2) |0:00:00.00 [0 o 0 o 0
a @ mgmt (5] 6 port-006 |6 1522 (100000000 |00:30:45:68:03:bc jup(1) up(1) 0:00:00.00 |3317749177 43948569 43048573 0 0
Fl @ mib-2 7 7 port-007 |6 152210000000 ||00:a0:45:68:03:b3 jup(1) down(2) 0:00:00.00 |0 ] ] ] 0
3 @ system 8 ] port-008 |6 1522 (100000000 |00:30:45:68:03:ba jup(1) up(1) 0:00:00.00 [2996713295 43866704 43866708 0 0
4 ) interfaces —SNMP query finished—
& ifNumber Total # of rows = 8
> [ ifTable
b @ at - v
1 ] 4 m 3
L =
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WEB Based Management

SNMP Trap Configuration

PROCENTEC

Port Configuration

SNMP Agent Port Mumber
Sending traps (&) Disable ) Enable
Type TA 1041004000
Trap Destination = s Part M
ciot - oo Port Statistics ot ame S
Irst trap manager a resg .
Y —— Status O Disable () Enable
Second trap manager IP 00,00 Link State connected
address — L
- - . T Megotiation Maode auto
Please enter IP addresses in dolted decimal notation {e.q., el Packets 196 Speed 1 GBit/s
up to B4 Octets a4 Duplex Mode full
Trap Conﬁguratlon. : B5 to 127 Octets 19 © Auto Megatiation
SMNMP Authentification Failure () Disable ) Enable 128 to 255 Cictets 0 8 Auto Megotiation 107100 only
Password modification O Disable (=) Enable 256 to 511 Octats 13 Port Modus 5 15 :glt j I:a:lfgupllex
Firmware status changed O Disable (=) Enable B 1Pl DU
512 to 1023 Octets 0 ) 100 MBIt / Half Duplex
Configuration not saved O Disable © Enable 1024 to 1518 Octets 0 ) 100 MBit / Full Duplex
Powar Supply O Disable &) Enable Broadcast B Link Monitoring (=) Disable ) Enable
(RISTF Ring Failure O Disable ® Enable Multicast 7 Enter passward ]
(RISTF New Root ) Disable (*) Enahble Cctets 12737
(RIETP Topology changed O Disable (%) Enable Fragments 0 Port Configuration of port 1: General | (R}STP
Cold Start O Disable %) Enahble Undersized Packets i Part Statistics of pot 1: General
Warm Start O Disable &) Enahle Oversized Packets o
Link Diawn ) Disahle &) Enahle CRC Alignment Errars g
Link Up O Disahle &) Enable BroplEvents o
0
MRF Ring Fail O Disable @ Enable abbors Port Table
_ Caollisions 0 .
IP conflict ) Disable &) Enable Port | Type Port Status Link State
Enter password l:l Apply i
Cloar counters 1 TX 10/100/1000 enable 1 GBit/s FD
You can set the statistic counters of all switch ports to zero, 2 T 10/10041000 enable not connected
Enterpasswod | | EE TX 10/100/1000 enable 1 GBit/s FD
1 T 10410041000 enable 1 GBtr's FD
Port Configuration of port 1: € 5 T% 10100/ 000 bl d
. 5 . Enaple
Note: This web page will be refreshed in 24 sec automatically (o - fiot connecte
interval at the web page 'Device Configuration / User Interfaces’ 6 T+ 10410041000 enahle 1 GEit's FD
i T 10410041000 enable 1 GEit's FD
8 T 10410041000 enable 1 GE#fs FD

Note: This web page will be refrashed in 11 sec automatically (change the
interval at the web page Device Configuration s User Interfaces)!
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Acyclic Services

* Diagnose buffer informatie

* Ethernet Port Status

* Expected/Real module identificatie
* Input/Output data

* |&M (ldentification and

Maintenance)

* Life cycle phase of a product
* Commissioning

Parameter settings

* Repair

Firmware update
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