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The Wireless Communication Mind Map
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> No discussion:
A wired connection is more secure
> but:
A growing number of applications work

exclusively or preferably via Wireless

Where do | connect the
Network Cable?

> WirelessTarget:
Optimal security without creating
an “unworkable” network
> but:
Where to start?
What does secure mean?
Are you secure, does it ever end?

Who are those hackers and why do they do this?
A wireless network does not stop at your walls or fence!




What is the range of Wireless?
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What is the range of Wireless?




Actual Range:
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What's the range of Wireless?
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Actual Range:
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What's the range of Wireless?
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Actual Range:
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Hidden SSID as security?

Wireless-G Broadband Router with S§

WireleSS Access Applications

Setup Wireiess Security Restrictions & Gaming

Basic Wireless Setlings | ecurk | Sroless MAD Mty | Ao

Wireless Network

Vireless Network Mode: Mixed |v|
Wirsless Network Name (SSIDY: |

Wireiess Channat 6-2.437GHz ||
Wireless SSIO Broadeast: CEnable  (*) Disable

[ Sove setngs | Cancel Chanoes .}
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Hidden SSID as security?

CIPHER AUT ESSII

DeloresA
<Length: 12>
Knight
<length: . 12>
HOME -24F6
CenturylLink8424
HOME -Snokhous

- <lLength: 12
WP/ <lLength: 0>
WPAZ2 Belkin G Wireless
OPN Xfinitywifi
WPAZ CC - NETGEARSS
WP A TKIP westel 18262
WP A CIP S NETGEAR

P
MP
MF
.F’

-n
MP

“MF

MP
.r'
MP

P

rodump -ng L bssid BC:F6:85:BF :4F:70 mon J.

airodump-ng -¢ Ch# --bssid BSSIDHERE m}mo
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Hidden SSID as security?

Deauthenticate the
client and look what happens
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Hidden SSID as security?

And there itis!
It’s not security, it’s hiding
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Hidden SSID as security?




What about WEP?

Setup Wirsless Security R = ‘;Fg:ﬁ:‘,ﬂ;"’
Basic Wireless Settings Wireless Security | Wirgless MAC Filter | Advanced W
Security Mode: [ weP e
E:f:zlultTransm'rt a1 2 O3 a
WEP Encryption: | 64 bits 10 hex digits | % |
Passphrase: testphrase If_'GE nerate \
Key 1: EF197F7F26
Keay 2 FDEIIFDT oA
Key 3: EOBEYG&A946
Key 4: EQ349C3110

| save Settings | Caniaanges J

17 maart 2016 «++ De Kuip in Rotterdam I ndustrial Ethe rnet




What about WEP?
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What about WEP?

Key Found !
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And what about WEP?
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MAC Address Security?
%Fao/ - EZ - Fao&%
& RS

ComputerA Layer 2 ComputerB
L3: 192.168.1.1 Switch E3:-192.168.1.2
L2: AAA L2: BBB
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MAC Address Security?
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MAC Address is broadcasted

:~# macchanger -r wlan!
Permanent MAC: 64:66:b3:21:c4:a3
Current MAC: f8:77:82:29:3d:53

New MAC: 5c:1d:59:e2:9a:64

~#

and changed in a second
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MAC Address Security?

MAC Addresses visible
No encryption

Means No Security
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What about WPS?
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What about WPS?

WPS is an 8 digits code
Last digit is a checksum
Leaving 107 possible codes

Seems enough, doesn’t it?
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What about WPS?

If the first 4 digits don’t match
WPS reports an error
Leaving 10998 possible codes

That’s NOT enough!
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What about WPS?

seconds/pin)
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What about WPS?

wl. 4 WiFi Pro /
ight (c) 2011, ac cal Me b ons, Craig Heffner =chs

o @ @ (@ @ @ m

fo (@ o
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What about WPS?

Reaver vl .4 WiFi Protected Setup Attack Tool

Copyright (c) 2011, Tactical Network Solutions, Craig Heffner <=c
1.com=>

[?]
[+]
[+]
[+]
[+]
[!]

il

Restore previous session for 64:66:B3:AC:78:B27 [n/Y]
Restored previous session

Waiting for beacon from 64:66:B3:AC:78:B2

Switching mon@ to channel 1

Associated with 64:66:B3:AC:78:B2 (ESSID: Yl &W)

WARNING: Detected AP rate limiting, waiting 60 seconds before

. ffner@tacnet

re-checking

Updated systems are smarter
and take much longer to hack
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Are WPA or WPA2 secure?
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WPA or WPA2 a solution?

Start with deauthenticate
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WPA or WPA2 a solution?

5EﬂFrame 10§| 140 bytes on wire (1120 bits), 140 bytes captured (1120 bits) on interface 0
|@ Radiotap Header vO, Length 18
|= IEEE 802.11 QoS bata, Flags: .p.P...TC
Type/Subtype: QoS pData (0x0028)
# Frame control Field: Ox8851
.000 0000 0010 1100 = puration: 44 microseconds
Receiver address: 64:a0:e7:af:47:4e (64:a0:e7:af:47:4e)
BSS Id: 64:a0:e7:af:47:4e (64:a0:e7:af:47:4e)
Transmitter address: 00:1b:d4:58:e6:1a (00:1b:d4:58:e6:1a)
Source address: 00:1b:d4:58:e6:1a (00:1b:d4:58:e6:1a)
pestination address: 64:a0:e7:af:47:4e (64:a0:e7:af:47:4e)
Fragment number: 0
Sequence number: 1
@ Frame check sequence: 0x9469ea0l [correct]
# Qos Control: 0x0000
CCMP parameters

AR Industrial Etherne



Why spend money on security?

There is no direct profit

Maintaining security costs time

We are not a target !
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Nowadays security is needed

First identify the risk

Downtime costs more
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Who are these people?

Script Kiddies

Occasional Hackers

Former Employees
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Former Employees

FROM

FORMER
EMPLOYEE
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Who are these people?

Script Kiddies

Occasional Hackers

Competition / Pro’s
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Competition / Pro’s
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Competition / Pro’s




Competition / Pro’s
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Industrial Wireless can be safe!

Strong Passwords

Timeto brute force password space, assuming 10,000 attem pts per second

Lowercase [ 26

Uppercase, lowercase, digits

Uppercase, lowercase, digits,

letters) 162 characters) punctuation (94 characters)
Length =5 19 minutes 1 day 3 days
characters
Length = 6 SBhours 65 days 2 years
characters
Length =7 S days 11 years 200 years
characters
Length =8 241 days 692 years 135,000 years
characters
Length =3 17 years 42,000 years 1.8 million years
characters
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Industrial Wireless can be safe!
Strong Encryption

Total Hashes per Second

2,000,000

1,800,000

1,600,000

1,400,000

1,200,000

1,000,000

800,000

500,000

400,000

200,000 M Total Hashes per Second
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Industrial Wireless can be safe!

Intruder Detection System

3 z:;‘_"w [V] Wireless-IDS Intruder Identification active
d ons
% 802.11i/WEP [] Store Intruder DHCP Requests active
5 8021X o
& WLC Timeout Intruder Activity: 60 [s]
@ AutoWDS
=] Trace White List Table... ]
| Wireless-IDS
Mot r
Intruder-Table Some stations may be
excluded
MAC-Address Attack-Type Active RSSI Attack-Rate Known-Client
ece555ffd239 DeauthenticateBroad No 0 9 No
Event-Table
Event-Type ID Event-Time Event-Rate Interface Attacker-MAC
DeauthenticateBroad 1 2015-09-07 17-22:05 14 Wian-1  ece555fd239
DeauthenticateBroad 2 2015-09-07 17:22:06 73 Wilan-1 | ece555fd239
DeauthenticateBroad 3 2015-09-07 17:22:07 13 Wian-1  ece555fd239 LI
DeauthenticateBroad 4 '2015-09-07 17:47:30 19 Wilan-1 |ece555fid239 1
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Industrial Wireless can be safe!

When connecting:
[Z] validate server certificate

[] connect to these servers:

Certificates e

[] AddTrust External CA Root
[] America Online Root Certification Authority 1
) ) ® [] Class 3 Public Primary Certification Authority
[] Entrust.net Certification Authority (2048)
r ov I e a n a I I O n a [7] Entrust.net Secure Server Certification Authority

[T Equifax Secure Certificate Authority
[ Equifax Secure Global eBusiness CA-1

layer of security e

certification authorities.

[ ] »

Elect Authentication Method: \
[Smart Card or other certificate *] UConﬁgure... ]
N 7
[¥|Enable Fast Reconnect

[ Enforce Network Access Protection
|| Disconnect if server does not present cryptobinding TLV
[| Enable Identity Privacy

[ o« ][ cancel |
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Industrial Wireless can be safe!

IEEE 802. 1X peer crecenials %
Authenticates every user ©
against user database ﬁ
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Industrial Wireless can be safe!

Certificates

-

IEEE 802.1X
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* Wireless products offer more and more possibilities. There are risks

involved regarding security and access tot mission critical processes and
information flow.

By implementing a good security design from the start of the project these
risks can be limited to a very acceptable level.

* Henk Geurts, Hirschmann Network Solutions
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Questions? Please visit us on the exhibition floor!
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