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The Wireless Security Challenge  No discussion: 

• A wired connection is more secure 

 but: 

• A growing number of applications work  

    exclusively or preferably via Wireless 

 

 WirelessTarget: 

• Optimal security without creating  

an “unworkable” network 

 but: 

• Where to start? 

• What does secure mean? 

• Are you secure, does it ever end? 

• Who are those hackers and why do they do this? 

• A wireless network does not stop at your walls or fence! 
 

          

Where do I connect the 
Network Cable? 



The Wireless Security Challenge 

 
 

          

What is the range of Wireless?  
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Hidden SSID as security? 



 
 

          

Hidden SSID as security? 
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Deauthenticate the  
client and look what happens 

Hidden SSID as security? 
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And there it is ! 
It’s not security, it’s hiding 

Hidden SSID as security? 
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Hidden SSID as security? 
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What about WEP? 
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What about WEP? 

3 step setup 
1 

2 

3 



The Wireless Security Challenge 

 
 

          

What about WEP? 

Key Found ! 
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And what about WEP? 
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MAC Address Security? 
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MAC Address is broadcasted 

and changed in a second 
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MAC Address Security? 

•  MAC Addresses visible 

•  No encryption 

•  Means No Security 
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What about WPS? 
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What about WPS? 

WPS is an 8 digits code 
Last digit is a checksum 

Leaving 107 possible codes 
 
 Seems enough, doesn’t it? 
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What about WPS? 

If the first 4 digits don’t match 
WPS reports an error 

Leaving 10998 possible codes 
 
  

That’s NOT enough! 
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What about WPS? 

With old systems it takes hours 
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What about WPS? 

Updated systems are smarter  
and take much longer to hack 
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Are WPA or WPA2 secure? 
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WPA or WPA2 a solution? 

Start with deauthenticate 
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Why spend money on security? 

There is no direct profit 

Maintaining security costs time 

We are not a target ! 
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First identify the risk 

Downtime costs more 

Nowadays security is needed 
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Who are these people? 

Script Kiddies 

Occasional Hackers 

Former Employees 
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Who are these people? 

Script Kiddies 

Occasional Hackers 

Competition / Pro’s 
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Industrial Wireless can be safe! 

Strong Passwords 



The Wireless Security Challenge 

 
 

          

Industrial Wireless can be safe! 

Strong Encryption 
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Industrial Wireless can be safe! 

Intruder Detection System 



The Wireless Security Challenge Industrial Wireless can be safe! 

Certificates 
Provide an additional  

layer of security 
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Industrial Wireless can be safe! 

IEEE 802.1X 
Authenticates every user 

against user database 
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Industrial Wireless can be safe! 

IEEE 802.1X 

Certificates 

+ 



 

• Wireless products offer more and more possibilities. There are risks 
involved regarding security and access tot mission critical processes and 
information flow. 

 

• By implementing a good security design from the start of the project these 
risks can be limited to a very acceptable level. 

 

• Henk Geurts, Hirschmann Network Solutions  



 

 

Questions? Please visit us on the exhibition floor! 
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