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e Wat is een Smart Connected Device?

* 3 basis componenten:
* Fysieke componenten
* Smart componenten

* Connectivity componenten
* Onetoone
* One to many
* Many to many
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Praktijk voorbeelden:

 Lift-technologie
* 50% sneller door patroon herkenning.

Energie sector
* Blackouts voorspellen voordat ze optreden.
* Dit wordt mogelijk door de analyse van grote hoeveelheden data.

Klimaat beheersing gebouwen
* Plafond ventilatoren gaan aan wanneer iemand binnenkomt en worden afgestemd op persoonlijke behoeften

Kwaliteitssystemen en productiviteitsverbeteringen voor bedrijven en overheden
* Dashboards met productie en bedrijfsinformatie.
* Track and trace van producten
* Wetgeving ( kilometer registratie )

Real-time Besturing logistieke systemen
* Koppeling interne transport en voorraad systemen aan externe systemen ( TNT/DHL/Amazon)
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ISA 95 — AUTOMATION PYRAMID

Months .' L4~ Planning*®

Business

Days 1 planning ERP*

L3 — Manufacturing
Hours . & Operations mgt MES
L2 - Monitoring &
Minutes ~ Supervising Scada/ HMI

L1 - Sensing & Manipulatin
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Organizations Change !

Led by a chief data officer.

Handles enterprise-wide
data aggregation and CEO
analytics, supports the
functions’ analytics, and
shares information and
insights across the firm. | |
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embedded in R&D > IT, manufacturing, : ongoing customer
or product design and service. Oversees relationship and
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enhancements, and from the product.
efforts to shorten
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Organisaties processen meer DATA!

* DATA ( beschikbaarheid van data en data analyse tools )

* Diagnose, Voorspelling, Normering van processen en acties

* Product ontwikkeling ( user-experience , kwaliteit, support etc )

* Productiesystemen automatiseren / koppelingen ( Smart Factory )
 Logistieke keten integratie ( RFID, T&T, Vision, Planning, Al, etc.)

 Sales ( Systemen “as a service” )

e Service ( preventief onderhoud, storingen oplossing, instructies )
 Veiligheidsaspecten netwerk en data ( IT-security, authorisatie, hacking )
* HRM ( skill set en opleiding personeel )

o .
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Data intensity
Data driven architecture

1 af =

2,200 terabytes a month

Functional
T Information
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s
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Figure 2 Representation of Reference Architecture Industry 4.0 as a “RAMI cube” (source: Industry
4.0 platform)

Source: IBM Institute for Business Value
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Ford Pilot project 2019
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Ford Pilot project
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Table 3. Comparison Among the Existing loT Platforms

signifies that the feature is Security. “K,” signifies that the feature is Real-time Analysis. “K3” signifies that the

feature is Visualization. "Ky” signifies that the feature is Technology Support. “K5” signifies that the feature is User
Connectivity. “Kg” signifies that the feature is Cusfomer Demand.

IoT Device REST Open - Industrial
Platform Management API Protocol a o % *a Ks e Source Interoperability Application
Amazon AWS v v HTTPs, SMS v v 7 High High High X v v
Microsoft Azure v v MQTT, AMQP v High High High X v v
Oracle IoT v v MQTT,COAP v v High High High X v v
Google Cloud v v HTTP, MOQTT v « / High High High X v v
Cisco Kinetic v v HTTPs v v High High High X v v
IBM Watson v v MQTT,HTTP v v High High High X v v
AT&T M2X v v MOTT v v v Medium Medium Medium X v v
GE Predix v v MOTT v v v Medium Medium Medium X X v
SAP Leonardo v v CoAP, SNMP v v v Medium Medium Medium X X v
Huawei Oceanconnect v v LWM2M, CoAP v v v Medium Medium Medium X v v
Alibaba Cloud v v MOTT v v v Medium Medium Medium X v v
IoT Toolkit v v HTTP, MOTT, X Medium Medium Medium v X v
ThingSpeak v v HTTP,MOTT X v v Medium Medium Medium v X v
C3 IoT Platform v v MQTT, COAP v v v Medium Medium Medium X X v
Siemens Mindsphere v v MOTT v v v Medium Medium Medium X X v
Ericsson DC Platform v v HTPP v v Low Low Low X v v
Hitachi Lumada v v HTPP v v Low Low Low X X v
Orange IoT Suite v v MQTT, CoAP X « Low Low Low X X v
Kinoma v v HTTP X v v Low Low Low X X X
Arduino v v MQTT X v v Low Low Low v X X
OpenWSN v v HTTP, CoAP X v v Low Low Low v X X

"v” signifies that the features are fully/partially available for the IoT Platform.

“X” signifies that the features are not available for the IoT Platform.
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Transport

Network

Datalink

Physical

MAC /LLC

0S| Model TCP Model Data Access Model
Perspective of Perspective of
Network Architect Data Access Architect .
Function
Application Application Application Why
pp pp use information
. What
Informatlon to communicate
A How
IP Communication g,

https://iebmedia.com/technology/iiot/how-all-protocols-fail-at-data-access-interoperability/
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Sparkplug OPC UA over MOTT

Values L4 19 base types 60 base data types
Encoding L3 Protobuf [ UA-JSON J [ UADP ]

i

Mappings L2 Sparkplug B [ Pub / Sub J

Protocol L1 MQTT MQTT

1l 2z

https://iebmedia.com/technology/iiot/how-all-protocols-fail-at-data-access-interoperability/

Industrial Ethernet
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ISO/IEC 20237:2023
(é C L I p S E Information technology
Sparkplug® version 3.0

FOUNDATION

parkplug

MQTT Topic &
Payload Definition

| Status : Published

Revision Number Date Author Description
1.0 5/26/16 Cirrus Link Initial Release
2.1 12/10/16 Cirrus Link Payload B Addition
2.2 10/11/19 Cirrus Link Re-branding for Eclipse
foundation added TM to
Sparkplug
3.0.0 11/16/22 Eclipse Sparkplug Reorganized to be in
Specification Project AsciiDoc format and to
Team include normative and

non-normative
statements

Sparkplug®, Sparkplug Compatible, and the Sparkplug Logo are trademarks of the Eclipse Foundation.

Ethernet B 2N
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MQTT Sparkplug enables:

Real-time Data Sharing - monitoring and controlling processes, equipment, and
products efficiently, as the data exchange between devices and systems happens in
real time.

TCO of an hours worth of minute dat TCO of a days worth of 5 second Adata

ssuming keep-alive can be set to 5
minutes, data changes twice per day

g keep-alive can be set to

= Packets to connect Bytes to connect Packets Bytes

L Im
e s 5 & g

SENRREE N

Source: Johnathan Hottell : Protocol benchmark

Ethernet
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MQTT Sparkplug enables:

Improved Collaboration - MQTT Sparkplug establishes a single source of truth for data
from all siloed OT legacy equipment, enabling and defining it for IT.

Single Source of Truth Principles : ) :
Cﬂl : ogo Enterprlse Data Center
= g & A A :
@3 7 B MQTT — BE
W 2 %: Broker :
All data The data The data :
must be must be must be
reliable accessible updated in
and to all who a timely
consistent need it manner

Ethernet
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MQTT Sparkplug:

Eliminates Custom Programming — No need to program scripts to integrate data.
Use of tools on platforms to configure systems and devices through a graphical
interface. Reducing the risk and life- cycIe costs of addmg custom software in smart
manufacturing ecosystem. .

M B S |

Project Browser Temperature [ pctive Propecty Editor & = X | B
default 3
= 3
- [ SW Temperature ':' Alam Notification Pipelil ooy ceruceare All Properties ESSION PROPS %
", Sequential Function Chart} A g
- e = id = o
- = « 3 windTurbine1 i) w2 g
W metrics b RS k=== + b [
- 0 b @ Pecspectie BT - . = b o =~ R
B Tur
Q& Transaction Groups @ Twbinespeeo Naime locale :en-ZA 7
b % dataType B Float L e Tag Group ® Default vao ll [ ronerd ih... W
Enabled ® true e TR
d OL astActivy H
| 4 C_i" TEMP ﬂ 23,2 £ Named Queries ~ Meta Data Y
- B Reports Documentation ° gt
Tooltip 2 = authenticated : [
‘v valve » user
Value Source ® Memory vGd » securitylevels
¥ 192.168.78.153 TS Dut T g dp :dotau. .. B
¥ spBv1.0 Categories Value o Viomoy. = B i
ssion
¥ group_1 g Al Properties Deadband Mode o 8 SRS =
Tag Browser | | @ Basic Deadband o | Query e
¥ DDATA - | Daabied A sl ' cinezone
+- Q T default & Meta Data St Mge. e g connected :
] Engineering Units o erives @
Tags 1a Value 3 007 'u I device
— " " " " " | =
DB_CONVEYOR_1 = {"name": Temp,"datatype": real,"value™ 12} Tag val | 8 Numeric . s = type:. . B
P NCMD (1 topic, 1 message) T~ 8 security ® No_Clamp vao identifier
Wrct | (& Scripting s Format String ® 244088 @ » timezone
userAgent |
, = » settings
oK A Cancel
s b accelerometer
o — T 5 !

240/1024mb 5%
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M QTT S pa r k pl Ug: MQTT's device-originating connections simplify cybersecurity.

Security - Supports robust -
security measures, including - L, e _ cloud netuork

encryption, access controls, and N f,,bpd
user authentication, to protect S |
sensitive data and prevent Edge network
unauthorized access. L

Device fAmam No open
For most manufacturers, security s Q|

and privacy risk is the most @m

significant barrier to adopting chent dovie
smart manufacturing. E’_'_Lﬁ U

https:;//documents.opto22.com/2357_Industrial_Strength_MQTT_Sparkplug_B.pdf
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MQTT Sparkplug:

Contextualized Data - By allowing you to add metadata to MQTT messages. This
includes characteristics like the data’s source and destination and the data’s type and
format. With this, applications can access the information correctly and use it in the
appropriate context.

Understandi Understand prevei
nderstanding  ,ctions: predictive {"ﬂ'veels

7

Knowledge Understand corrective actions:

engineered workflow responses

: Understand patterns: Roqi\if?causes
Information ¢, their situation and use cases

Actionable context

Understand relationships:
reason codes/alarms

Data

Intelligent manufacturing

https://www.isa.org/

Ethernet
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MQTT Sparkplug:

Pros
e Lightweight
e Built for thousands of connections
e All programming languages supported
e Built for poor connectivity / high latency scenarios
e High scalability and availability (depending on broker implementation)
e |SO Standard ISO/IEC 20237:2023
e Most popular loT protocol (competing with OPC UA)

Cons
e Adoption mainly in loT use cases
e Only pub/sub, not stream processing
e No reprocessing of events

Source: kai.waehner@confluent.io

Ethernet
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Data Access _ —
. . Information Communication
Application Layer Layer

{ Object A )
( Point-to-Point) "g‘gtrgﬁgc;n
: Paths IP Address

{ Object B )
Publish-Subscribe Data Broker
Paths IP Address

https://iebmedia.com/technology/iiot/how-all-protocols-fail-at-data-access-interoperability/

@
e Industrial Ethernet
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Entrance Criteria

ICP Data Access g Multiple consumer applications that integrate
Model Model out-of-the-box
i Inf i 7 Multiple consumers from multiple vendors
; evice nrormation requiring custom integrations
6 A single consumer application requiring
Access Ethernet Data custom integrations
Y — Switch Broker 5 Interoperability Workout between multiple
OEMs
One endpoint to IP Information
access any Router Gateway

https://iebmedia.com/technology/iiot/how-all-protocols-fail-at-data-access-interoperability/

Ethernet S 26
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. Klaar om te vullen Klaar om te vullen
. Vullen actief

O Batch gereed

Demonstratie “de soepfabriek”

communicatie met
MQTT SPARKPLUG

Ethernet

26 maart 2024 | De Basiliek, Veenendaal




FHIC

INDUSTRIELE
AUTOMATISERING

Bedankt voor uw aandacht

Johan Visser

Johan.visser@ats-global.com
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