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How to IIoT
(verb) properly
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Begin with the 
End in Mind
- Steven R Covey

of companies considered 

their IIoT projects to be 

unsuccessful in 2022.74%

https://www.iot-now.com/2022/08/05/122841-why-iot-projects-fail/
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State of Industrial IoT in 
July 2023

66%
66% of industrial 

organizations reported 

they are executing an 

IoT strategy.

14%
IoT projects have a 14% 

higher success rate than 

five years ago.

50%
Common challenges 

have diminished by 

approximately 50%.

Industrial IoT (IIoT) in 2023 is on the way to becoming mainstream:
https://iot-analytics.com/iot-solution-development/
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Build, buy, or buy and integrate?

ROI Time?
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Two Models for IIoT in Manufacturing

• Predictive Maintenance as a Service

• Remote Machine Monitoring and Diagnostics

• Data Analytics and Machine Optimization 

Services

• Pay-per-Use Business Model

• Predictive Maintenance to reduce downtime

• Energy Optimization (WAGES)

• Quality Control and Real-time Analytics 

(Camera)

OEM: Create Value Added Services Manufacturer: Improve Efficiency
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Predictive 
Maintenance
Application

Division | Name Month Year
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Evolution of Maintenance Applications

Reactive

Wait until it breaks

Preventative

Maintain it on regular 

intervals

Predictive 

Threshold Alarms 

Statistical Analysis 

Machine Learning 

Physics Based

Prescriptive

Automatically 

determine how to 

plan/prepare for 

failures
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What is this?
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Application: Predictive Filter Maintenance

1 2 3

Plastic Transport System for Injection Molding:

Plastic Bins Vacuum Pump Injection Molding Machines

The Problem:

The vacuum pump filters must be cleaned regularly, but it is labor and time intensive.

If cleaned too soon, it is a waste of resources. If cleaned too late, production is affected.
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Key Required Outcomes

Determine if and when

pump filters should be

cleaned to reduce cost

and maximize uptime.

Provide visualization for 

local operators to see 

status.

The application must 

scale to multiple 

production sites.

1 2 4

Output an MQTT 

message from the system 

to trigger a work order in 

the ERP system.

3
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Outcomes analytics project

50%
Reduced 

troubleshooting 

time.

A dashboard displays the data and 

provides an instant overview of the 

process quality, system utilization, and 

capacity.

Detects faults in the material 

distribution system, reducing 

troubleshooting time by over 50%.

Predicts filter performance, triggering a 

maintenance Work Order for optimum 

cleaning times, reducing costs, and 

increasing reliability.

Cost reductions and 

automation.

Increased visibility 

for production 

staff.

=

=

=
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IIOT 
Protocols

Division | Name Month Year



Internal

IIoT

Edge computing: Processing data closer to the source, rather than in a centralized cloud.

Artificial Intelligence (AI) and Machine Learning (ML): Improving data analysis and 

decision-making in IoT applications. Examples include AI-based Quality Control in production 

lines (machine vision) and predictive maintenance and diagnostics for various types of 

production facilities and process industries.

Security: Ensuring the security of IoT devices and data, as they increasingly become targets 

for cyber attacks.

Interoperability: Allowing devices from different manufacturers to communicate with each 

other seamlessly.

Building Automation: Automating various tasks in homes and buildings for increased 

convenience and energy efficiency.

Low-Power Wireless Sensors: LoRaWAN (Long Range Wide Area Network), Bluetooth LE 

(Low Energy), and others for smart building and smart city applications.

IIoT key technology and trends from multiple 

industries
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IIoT key elements

Scalability Security Constrained

Mobility Real time /
deterministic

Standarized
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IIoT key communication protocols
MQTT REST OPC UA

Closed Firewalls Yes Yes No

Encryption Yes Yes
Partial

Low bandwith & Low latency Yes No Partial

Ability to scale Yes No Partial

Standardized / Interoperable data format No No Yes

Data compression Yes No No

Real Time / TSN No No Yes

QoS Yes No Partial
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MQTT

Division | Name Month Year
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IoT key technology and trends from multiple 

industries

Broker

Client

Client

WAGO 
PFC

• Topic

• Payload

• State management

• Quality of Service (QoS)

• Security
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IoT key technology and trends from multiple 

industries

Broker

Client

Client

WAGO 
PFC

Subscribe

“/temperature“

“/temperature”

Subscribe

“/temperature“

• Topic

• Payload

• State management

• Quality of Service (QoS)

• Security
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IoT key technology and trends from multiple 

industries

Broker

Client

Client

WAGO 
PFC

Subscribe

“/temperature“

“/temperature”

“22,5”

Subscribe

“/temperature“

• Topic

• Payload

• State management

• Quality of Service (QoS)

• Security
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IoT key technology and trends from multiple 

industries

Broker

Client

Client

WAGO 
PFC

Subscribe

“/temperature“

“/temperature”

“22,5”

Subscribe

“/temperature“

“22,5”

“22,5”

• Topic

• Payload

• State management

• Quality of Service (QoS)

• Security



• topic

• payload

• State management

• Quality of Service (QoS)

• Security

MQTT



• The broker has a mechanical that sends a heartbeat
based on the "keep alive time”.

State management

MQTT



• The broker has a mechanical that sends a heartbeat
based on the "keep alive time”.

• "If not answered, the broker will send a last will & 
testament (LWT) message to all subscribed clients.

State management

MQTT



• Topic

• Payload

• State management

• Quality of Service (QoS)

• Security

27 WAGO Kontakttechnik GmbH & Co. KG

MQTT



• At most once► Fire and forget

QoS 0 (Quality of Service)

Publisher SubscriberBroker

Publish

Publish

Delete

MQTT



• At least once► Store function & confirmation
(PubAck).

QoS 1 (Quality of Service)

Publisher SubscriberBroker

Publish

Publish

Delete

Store

Delete

PubAck

Store

MQTT



• Exactly one► every message will received onces by
4 handshakes

QoS 2 (Quality of Service)

Publisher SubsriberBroker

Publish

Publish

Delete

Store

Delete

PubRec

Store

PubRel

PubCom

MQTT



• topic

• payload

• State management

• Quality of Service (QoS)

• Security

MQTT



• Networklayer

‒ VPN

‒ Firewalls

Security

MQTT



• Networklayer

• Transportlayer

• TLS / SSL

MQTT
Security



• Networklayer

• Transportlayer

• TLS / SSL

MQTT

MQTT message without encryption. 

Security



Security

MQTT

• Networklayer

• Transportlayer

• TLS / SSL

MQTT message with encryption. 



Security

MQTT

• Networklayer

• Transportlayer

• Applicationlayer

• Username

• Password
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Diederick Nab

diederick.nab@wago.com

https://nl.linkedin.com/in/diedericknab

mailto:diederick.nab@wago.com
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