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Detecting and locating interference in LTE uplink bands

Wireless networks today are being impacted by interference that degrades network performance. For
wireless service providers, issues such as dropped calls, blocked calls, and data throughput are all
impacted negatively by harmful interference. Operators need to utilize the full of capacity of their networks

to keep up with demand. Focused on an LTE scenario the speaker shows in the presentation how to detect
and locate potential LTE uplink interferers.

Ferdinahd Gerhardes, Anriisu GmbH

11:45 - 12:15h
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Mobile Interference Hunting System

Motivation

MX28007A system concept
Operation principles
Product features

Additional interference
hunting tools

Field examples
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Mobile Interference Hunting System

= Wireless networks today are being impacted by
interference that degrades network performance.

For wireless service providers, issues such as dropped
calls, blocked calls, and data throughput are all impacted
negatively by harmful interference.

Operators need to utilize the full capacity of their
networks to keep up with demand.

Interference must be found quickly with a tool

that is fast and simple to use by even %
inexperienced RF maintenance technicians. N
= The Anritsu Mobile Interference Hunting ?;
System delivers on the requirement for B
fast and simple interference hunting. g . i |
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Mobile Interference Hunting System

= Manual process can be time consuming
and inefficient — multiple measurements
at various locations required

Basisstation

=

» Often need to stop and move away from

Beugung PN
car to get accurate bearing "

Reflexion

= Difficult to mitigate multi-path effects
unless many measurements taken at
different locations

= Multipath means receiving a signal from
different directions simultaneously

Campfing [dB]

= Caused by reflections, most commonly in Ll _
an urban environment ot e

= Multipath can make direction finding
very difficult
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MX28007A
System Concept
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Mobile Interference Hunting System

MX28007A automatically identify and
locate sources of interference

B Maps for interference locating are
provided on tablet/laptop

» Power on Arrival (POA) algorithm
is used for localization

» Large quantities of measurements are
accumulated and filtered for multi-path

B Based on POA the MX280007A software
draws a circle on the map indicating the
position of the interference source

» MX28007A is a mobile platform that
reduces needed equipment to a
SPA and an omnidirectional antenna

» Concept behind:
HH SPA is the Tool for every job
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Mobile Interference Hunting System

|/1nrttsu 10:102014 1247214 pm

Type of Interferers Found

B Low power
Narrowband and wideband
Modulated
Pulsed signals (similar to radar)
Signals hidden in LTE uplink channels

“Black” TV/radio stations & BTS
cellular equipment operating illegally

(2
L
=
=

Freny Het
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Channel Power Measurements are
used to feed data for POA
» Track signals drifting in frequency

» Track both wideband and narrowband
interference

Spectrum Analyzer in Channel Power Mode
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Basic configuration for the Anritsu interference hunting system:
» MX280007A Interference Hunter™ Software

Anritsu handheld spectrum analyzer

Off-the-shelf omnidirectional (magnet mount) RF antenna

Inbuilt GPS antenna or separate solution

M@ M v ¥

Windows Tablet, Laptop or PC with Windows 7 or 8 operating
system running the MX280007A software

.
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Anritsu Handheld Spectrum Antenna 2000-1647-R Windows Tablet with Mounting Hardware
Analyzer 700 MHz — 6 GHz + GPS
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Mobile Interference Hunting System

Compatible with most existing HH spectrum analyzers
(no firmware updates needed, but GPS option required)

Supported HH SPA

B Spectrum Master MS2720T, MS27xx B/C/E
» BTS Master MT8220T, MT822xB AL :
= Cell Master MT8221xE Spectrum Master™ MS2720T
» Site Master S3x2E _

3 it amma M
2 LMR Master S412E g
» VNA Master MS203xB, MS203xC cgc
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BTS Master™ MTB220T
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Operation preparations

= MX28007A System Setup Mobile Interference Hunting System
example: Broadband magnet mount
B Connect Spectrum Analyzer to tablet Omnidirectional Antenna
ith USB cable with GPS Antenna in one housing
wi ] !
= Setanalyzer Anritsu Handheld LiSH Dash-mounted
Spectrum Analyzer Tablet PC with
= Frequency' with GPS Receiver MX280007A Software
= Reflev
= PreAmp
= RBW/VBW,
B Channel BW,
B GPSON

» Load Map into MX280007A, adjust settings as needed
» Select Single, Multiple Emitter detection or Spectrum Clearing mode

B Start the system and begin driving

An rI tsu envision:ensure 25032015 -11- MX28007A Interference Hunting




MX28007A
Product Features
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Mobile Interference Hunting System

Features
» Channel Power Measurements
» Operationmode

B Single emitter detection
Multiple emitter detection
(ideal for locating multiple cable TV interferers)

Spectrum clearing mode
(map signals above a certain power threshold

» Spectrum View

B Voice Prompts (allow one-person operation)
» Min Hold (LTE uplink channels)

» Max Hold (periodic or “radar type” signals

» Sensitivity settings

B Dense Urban
Rural terrain

» Ability to capture and store interference hunt log files for later playback and analysis
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Mobile Interference Hunting System

RF antenna used should be off-the-shelf, have a
small form-factor and be highly portable

B Off-the-shelf antennas are non-proprietary,

inexpensive and available in a multitude of frequency W‘J
ranges

» Small size allows users to be “discreet” when RE1GPS Antanna
interference hunting in neighborhoods 700 MHz-6 GHz

B Portability allows easy transfer of hunting system
from one vehicle to another (magnetic mount
antennas are preferable)

Spectrum Analyzer for multi-purpose applications
B High dynamic range and low noise floor

B Options for spectrograms, signal quality analysis
and demodulations
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Graphical User Interface
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Mobile Interference Hunting System

Power
Vs.
Time vs.
Position

Circle indicates
probable interferer
location

Breadcrumbs
Power vs Color Chart

Colored “breadcrumbs’
left along drive
indicating power levels
along drive

GPS position of
car visible on map

File  Mode  Setting® Help
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Operation Principle
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Mobile Interference Hunter — Power of Arrival

Operation principle

= Power of Arrival - Omni-directional antenna used
» Interference localization based on signal strength
» Signal strength proportional to 1/r2
» Massive data is taken to feed math. algorithm

= Omni Antenna Key Benefits
» Inexpensive
B Simple to Use
» Readily Available
» Good performance in multi-path environment

m".\-’ Interferer 0 G 6

7
D o

I ~=/4

Omni Radiation Pattern

8T

Drive on Grid to Determine Direction
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Mobile Interference Hunting System

]flnr itsU o6roar2009 07:31:11 pm = s Measure

Mitigate Multipath

» Take large number of averaged
measurements continuously

B Guide user to interference location
using power of arrival

Use Channel Power Measurements

» Important for finding wideband
signals

B Essential for finding interference
which varies in frequency over
time

Amplitude

Channel Power Measurement
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Description

® Download predefined local
map via Anritsu webpage  Sperstssis oo

L & N WWW.OPENSLIEELMAP.0rg/ e pori#map 10.49G8/-10° ( L]

® Define and download own, 5 opsrsiseti =32
individually prepared maps roncond oo(1) B
(using Open StreetMaps). Expon

n

406374

®» Use Google Maps in case of @

=105 2497 -104 8775 Fart Collins

online internet access 403860 : il

Manualy salect a dilferant area

®» MX280007A works with both ' L)

OpenSirasiiap o2a i Neensed under the Cgen Dala J . D)

GoogleMapsTM and ..‘,m”mn:_-_a:fl |.'.er-.=-5|003\
OpenStreetMap™ e

® Both mapping systems are PR i e o pam sy

fOverpass AF|

Ly
Download this Hownding box fram a mirrar of fe

open source and free of Praages e T

= N
Planet OS¢ . Y

charge ! R

Parto zip (7,475 KB)

Germany

Berlin zip (79,503 KB}

Frankfurt zip (115 358 KB) Romania

Hamburg zip (55,449 KB) Bucharest zip (8,174 KB)

karlsruhe zip (47,977 KB)
Murnich zip (89,924 KB)
Muremberg zip {35,955 KB)
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Additional
Interference Hunting equipment
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Mobile Interference Hunting System
Additional Equipment for Interference Hunt — MA2700A

= Anritsu mobile interference hunting system
MA2700A allows the user to find interference
positions quickly and easily
» The ideal tool for pin-pointing exact

interference locations (such as on rooftops or
inside office buildings)
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Field Example
LTE uplink interference

Anrltsu envision :ensure 25.03.2015 -23- MX28007A Interference Hunting




Mobile Interference Hunting System

Field Example — LTE Band 20 without significant interference

' ViSible EOSZD‘IBEEEEL?E?G??ELE;{?{SE?;?:DG AM) oA
» DLTXARFCN 6400
» no UL traffic
B unusual high level i
CW like emissions _
- Emlt!er source unknown - L.
(not investigated further
on) -102.0
-116.0 -
MMWWLHWAWN 1 P MM L\__n
e & Ceme??fréqa:mm.ima[g.‘;ﬁmmHz aeom R TRER SRR RS m'mmn:ﬁgm MHz
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Mobile Interference Hunting System

Field Example — LTE Band 20 with significant interference

! Visible Eoszmsﬂiggﬁtanz];ﬁr;zﬂ};ﬁrstﬁizﬂa AM) R
» DLTXARFCN 6400 .
» some UL traffic s
on ARFCN 24400
B “moving” emission on .
left side of UL channel ' e
B difficult to “see / detect” | Y
due to Uplink Bursts | '
M !
L T LS (R
--dE-.m i Cemgfgfréqa;zfg,‘?,magﬁHg B1Z.663 E20.082 BT 500 834 318 842 337 m.?ﬁspan:ﬁ.;gw‘ e
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Mobile Interference Hunting System

Field Example — LTE Band 20 with significant interference

= Visible OSP01SOtbTAA (VPSS 10 Al e
» DLTX ARFCN 6400 -
» some UL traffic s
on ARFCN 24400 )
B “moving” emission on :: \
left side of UL channel | i il
B Averaging is underlining - ‘ | \ 111 l
burst like UL traffic and B | P L dcpen e LU VLA
assumed interference
LI, e I R R e M
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Mobile Interference Hunting System

= A spectrogram reveals even more information
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Mobile Interference Hunting System

- = [Anritsu o1r2siz01s 053258
Visible

» Total interference bandwidth
approximately 2,5 MHz

B Interferer is moving
continuously from
left to right

» Task:
- What kind of radiation is it?
- Where is it coming from?
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Mobile Interference Hunting System

|/|nritsu 01/26/2015 041829 pn MOETe 127 54" E Be T3 1"

Channel Power measurement

IR - = o e asuement g5

» over a bandwidth of 3 MHz T ]
» ChPwr of approx. -85 dBm vessueren

This kind of measurement is
used by MX28007A Mobile
Interference Hunter to come to S N N A O Y
a localization of the signal. _ N

dif: 3.C00 MH:

Amplitade Marker

/II'II'ZIQtSU envision: ensure
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Mobile Interference Hunting System

| Anritsy 017262015 08:98:04 p nEezsr e F 1

Zero SPAN operation reveals
» “hopping interval” of 10 s

g — Yo o,
N I s i A |
orise gl | L | R A I |
Racnri
100.0
HERERIEN . -
—

1050

RSSI measurement option
» No special configuration needed

» You can use recording function
for documentation
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Localization
Field Examples
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Localization

Field Examples |
“Bursty TRX"
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Foink# 118
A GPS Locked
. . - Lonaitude: 6 215693
How is POA Worklng? o ) Aliude. 54 metero. 31 fet
. . W y | UTC Date and Til'rlg: 01.'103!2015 12:52:00 §
» Bursty transmitter is used as - P St eSS
an interfel'el' - P ! Measurement;
. . ¥ ] [ Spectrum Analyzer RSSI{dBm)
Radio Coverage mapping was < 2 0
7] ” - . . Setup-
done to “see” where the signal R BN Frequencyaso o2
is strong and weak Gy R i,
» Averaging or Max Hold was used in  E\8S=s DA N s
order to get the agile signal smooth v DR o ooEm
within the predicted bandwidth T % BN .. e ien 500 dom

» Zero SPAN based RSSI plaua o oo
measurement performed and « Lol ey
results visualized

Now it is easier to imagine how
POA might work
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Mobile Interference Hunter — Power of Arrival

TRX module SK-iM880A
used as an “interferer”

RF: SRD Band 863 to 870 MHz
Modulation: LoRa Spread-Spectrum
TX Pwr.: up to +19dBm

-134 dBm @ SB 250 kHz
-128 dBm @ SB 500 kHz
RF datarate: 0.24to 37.5 kbps
RFrange: up to 15000 m

RX Sens.:
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Mobile Interference Hunting System

Frequency agile TX with
Occ Bw ~ 125 kHz

Short data bursts visible in
Time Domain representation

» clear hint that two TRX are
communication with each
other

ZINritsy oo

[Anritsu 12232014 0209 31 prv @ - -7 -’ - - = - |=
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Mobile Interference Hunting System

File Mode Settings Help
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Localization
Field Examples |l
“Weak CW signal”
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tle Mode

Settings

Mobile Interference Hunting System

Help
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Localization
Field Examples IV
“Stationary TETRA TRX"
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File Mode Settings Help
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Mobile Interference Hunting System

Value

» Eliminate need for expensive
proprietary antenna

B Spectrum Analyzer is a multi tool
for a lot of applications

B One person operation
Frequency Range
» 9kHzto 43 GHz
B Just another omni-antenna
High Sensitivity
B Detect signal from further distances

B Limitis SPA DANL e.g.
-116 dBm @ 25 kHz RBW or
-160 dBm @ 1 Hz RBW

User Friendliness & Driver Safety
B Requires < 5 min setup, 1-person operation)
» Small unobtrusive antenna
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