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Nieuwe methoden 
om inzicht te krijgen 
in uw procesdata

Sebastiaan Koning – Beijer Electronics
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Onderwerpen

Markt trends OT

 Inzicht in data – Waarom?

Technologische ontwikkelingen OT & IIoT

Wat hebben wij nodig

Cybersecurity

Applicatie voorbeelden
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Markt trends OT

Digitalisering

 Inzicht in data

Koppeling met IT & Cloud

Condition Monitoring

Data analytics

Cybersecurity

 Industry 5.0
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Wie heeft al OT systemen 
aan de “Cloud” gekoppeld?
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Inzicht in data – Waarom?

Efficiënter produceren

Duurzaamheid
 Energiebesparing

 Productieverlies beperken 

Voorspelbaar onderhoud

Processen dynamisch bijsturen

Continu optimalisatie
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Technologische ontwikkelingen OT & IIoT

Cloud Computing

Edge Computing

OPC-UA

MQTT

Docker

Web based HMI

AI & machine learning
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Docker

Lichtgewicht virtual machines
 Eén pakket van applicaties en dependancies

Verrijking van lokale toepassingen
 Web server

 Node-RED

 Secure remote access

 Functionele blokken

Eenvoudig en dynamisch te beheren

Vergt inhoudelijke expertise

© Beijer Electronics

Web based HMI

Schaalbaar

Verschillende architecturen mogelijk
 Lokale verwerking en weergave

 Centrale verwerking, lokale weergave

Grafisch sterke content
 Weer te geven op verschillende apparaten

SCADA vaker gebaseerd op HTML5

Directe interactie met andere centrale systemen
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Wat hebben we nodig?

Edge controller

HMI met edge functionaliteit

Een ontvanger
 SCADA

 Cloud based dienst
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Cybersecurity
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Cybersecurity

Houd controle over datastromen

Alleen strikt noodzakelijke communicatie

Segmentering

Wie heeft er inzicht in de data?
 Gebruikersbeheer

Alleen weergave, of ook besturing?

Pas encryptie toe
 Certificaatafhandeling

© Beijer Electronics

OT Data acquisitie via Edge

OT

IT

Cloud

Edge PLC IOHMI
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Directe OT data acquisitie 

OT

IT

Cloud

Edge PLC IOHMI
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Verbinding van Cloud naar OT

OT

IT

Cloud

Edge PLC IOHMI
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DMZ

Secure Edge

OT

IT

Cloud

Edge

PLC IOHMI
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Applicatie voorbeelden
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Productiedata analyseren in de Cloud

Edge devices op
verschillende sites

Data verzameling in Cloud

Presentatie

Analyse

API

© Beijer Electronics

Legacy sites koppelen met MQTT

Gebouwbeheer
 Oudere installaties

 Nieuwe installaties

Remote statusuitlezing én aansturing 

HMI, PLC, IO

Uniforme communicatie met centraal management platform

17

18



PPA 2023 – Beijer Electronics 24-01-2023

© Beijer Electronics 10

© Beijer Electronics
| 19

Remote site

PLC

HMI

OtherProtocol convertor

Network4G router

Central site

MQTT broker
Management 

platform

Legacy sites koppelen met MQTT

MQTT Modbus, OPC-UA, 
Profinet, etc.

Uitlezing

Aansturing

© Beijer Electronics
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Remote site

PLC

HMI

OtherProtocol convertor

Network4G router

Central site

MQTT broker
Management 

platform
VPN server/
concentrator

MQTT Modbus, OPC-UA, 
Profinet, etc.

Secure VPN tunnel
OpenVPN/IPsec

Aansturing

Uitlezing

Legacy sites koppelen met MQTT - Secure
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DMZ

Cloud logging met remote access

OT

IT

Cloud

Edge

PLC IOHMI
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OT

Edge PLC IOHMI

DMZ

Cloud logging met remote access

IT

Cloud

Secure Cloud Gateway Remote

Jump station
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Vragen

Contactgegevens

Sebastiaan Koning

+31 6 83 71 30 25
sebastiaan.koning@beijerelectronics.com
www.beijerelectronics.com

Prins Mauritslaan 1-11 | 1171 LP | Badhoevedorp | Nederland

Area for ”big and left” picture

Position from top left corner:

Horizontal 0,5 cm

Vertical 0,5 cm

Area for red ”header box” (8,09x1,26)

Area for ”right” picture

Position from top right corner:

Horizontal 0 cm

Vertical 0,5 cm

Company introduction
Sebastiaan Koning

Beijer Electronics
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Our vision

Beijer Electronics is a multinational, cross-industry innovator that connects people and 

technologies to optimize processes for business-critical applications. 

As experts in user-friendly software, hardware and services for the Industrial Internet of Things, 

we empower you to meet your challenges through leading-edge solutions.

| 25

Innovative solutions for cross 

industry applications

Manufacturing – delivering 
more productive solutions 

Infrastructure – making 
journeys safer and faster

Energy – efficient solutions 
and effective distribution

Buildings – lowering energy 
consumption

Water – keeping water clean 
around the world

Transportation – making 
smarter connections

Marine & offshore – environment 
and safety first 
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Five powerful complementary areas
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Create leading, interactive, 
user-experiences for any 

environment enabled by strong, 
stylish, smart HMIs and open 

software.

Operator communication

Accelerate automation 
solutions with digitalization via 

smart cloud and web based
solutions, services and easy-to-

use tools.

Digitalization

Accomplish advanced automation 
challenges through smart open, 
industry solutions and concepts 

to reduce complexity and 
engineering time.

Automation solutions Display solutions

Match your electrical and 
mechanical challenges with 

customized LCD display 
modules, for a fully integrated 

and flexible solution.

Support

Beat the obstacles with help 
from our global support and FAE 

teams. From sales support, 
through technical support to 

after-sales service.

Modular PLCs

Building blocks for smart automation solutions
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BCS Tools 

development platform

iX HMI software HTML5 web HMI & 

SCADA software

Smart engineering X2 with CODESYS 

control

Servo motors

Distributed control

BFI Tools

General purpose 

inverters

Dedicated HVAC 

inverters

High performance 

inverters

Distributed IO Servo drives Data communication

Compact controllers

Protocol converters, IIoT 

gateways & edge 

controllers

Communication
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