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How to use the NIST framework 
to start your cyber security journey.
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The NIST Cybersecurity Framework
Three Primary Components

Core
Desired cybersecurity outcomes organized in a 
hierarchy and aligned to more detailed guidance and 
controls

Profiles
Alignment of an organization’s requirements and 
objectives, risk appetite and resources using the 
desired outcomes of the Framework Core

Implementation Tiers
A qualitative measure of organizational 
cybersecurity risk management practices
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Key Framework Attributes
Principles of Current and Future Versions of the Framework

• Common and accessible language

• Adaptable to many technologies, lifecycle phases, sectors 
and uses

• Risk-based

• Based on international standards

• Living document

• Guided by many perspectives – private sector, academia, 
public sector
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The NIST Framework vs Standards
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Implementation Tiers
The Cybersecurity Framework Version 1.1
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The Framework Core
Function Category ID

What processes and assets 
need protection? Identify

Asset Management ID.AM

Business Environment ID.BE

Governance ID.GV

Risk Assessment ID.RA

Risk Management Strategy ID.RM

Supply Chain Risk Management ID.SC

What safeguards are 
available?

Protect

Identity Management & Access Control PR.AC

Awareness and Training PR.AT

Data Security PR.DS

Information Protection Processes & Procedures PR.IP

Maintenance PR.MA

Protective Technology PR.PT

What techniques can 
identify incidents?

Detect
Anomalies and Events DE.AE

Security Continuous Monitoring DE.CM

Detection Processes DE.DP

What techniques can 
contain impacts of 

incidents?
Respond

Response Planning RS.RP

Communications RS.CO

Analysis RS.AN

Mitigation RS.MI

Improvements RS.IM

What techniques can 
restore capabilities?

Recover
Recovery Planning RC.RP

Improvements RC.IM

Communications RC.CO
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The Framework Core
A translation layer

Senior Executives

Implementation / 

Operations

• Broad enterprise 

considerations

• Abstracted risk 

vocabulary

• Deep technical 

considerations

• Highly specialized 

vocabulary

Specialists in 

Other Fields

• Specific focus outside 

of cybersecurity

• Specialized or no risk 

vocabulary
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The Framework Core
Subcategory Informative References

ID.BE-1: The organization’s 
role in the supply chain is 
identified and 
communicated

COBIT 5 APO08.04, APO08.05, APO10.03, 
APO10.04, APO10.05

ISO/IEC 27001:2013 A.15.1.3, A.15.2.1, 
A.15.2.2

NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s 
place in critical 
infrastructure and its 
industry sector is identified 
and communicated

COBIT 5 APO02.06, APO03.01

NIST SP 800-53 Rev. 4 PM-8

ID.BE-3: Priorities for 
organizational mission, 
objectives, and activities 
are established and 
communicated

COBIT 5 APO02.01, APO02.06, APO03.01

ISA 62443-2-1:2009 4.2.2.1, 4.2.3.6

NIST SP 800-53 Rev. 4 PM-11, SA-14

ID.BE-4: Dependencies and 
critical functions for 
delivery of critical services 
are established

ISO/IEC 27001:2013 A.11.2.2, A.11.2.3, 
A.12.1.3

NIST SP 800-53 Rev. 4 CP-8, PE-9, PE-11, 
PM-8, SA-14

ID.BE-5: Resilience 
requirements to support 
delivery of critical services 
are established

COBIT 5 DSS04.02

ISO/IEC 27001:2013 A.11.1.4, A.17.1.1, 
A.17.1.2, A.17.2.1

NIST SP 800-53 Rev. 4 CP-2, CP-11, SA-14

Function Category ID

Identify

Asset Management ID.AM

Business Environment ID.BE

Governance ID.GV

Risk Assessment ID.RA

Risk Management Strategy ID.RM

Supply Chain Risk Management ID.SC

Protect

Identity Management & Access 
Control

PR.AC

Awareness and Training PR.AT

Data Security PR.DS

Information Protection Processes & 
Procedures

PR.IP

Maintenance PR.MA

Protective Technology PR.PT

Detect

Anomalies and Events DE.AE

Security Continuous Monitoring DE.CM

Detection Processes DE.DP

Respond

Response Planning RS.RP

Communications RS.CO

Analysis RS.AN

Mitigation RS.MI

Improvements RS.IM

Recover

Recovery Planning RC.RP

Improvements RC.IM

Communications RC.CO

5 Functions 23 Categories

108 Subcategories 6 Informative References
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The Framework Profile
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•Alignment with business 
requirements, risk tolerance, and 
organizational resources

•Enables organizations to establish a 
roadmap for reducing cybersecurity 
risk

•Used to describe current state or 
desired target state of cybersecurity 
activities



Internal

The Framework Profile
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The Framework Profile
The Security levels for Manufacturing
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• The potential impact is LOW if the loss of integrity, availability, or confidentiality could be expected to have 
a limited adverse effect on manufacturing operations, assets, personnel, the general public, or the 
environment. 

• The potential impact is MODERATE if the loss of integrity, availability, or confidentiality could be expected 
to have a serious adverse effect on manufacturing operations, assets, personnel, the general public, or the 
environment. 

• The potential impact is HIGH if the loss of integrity, availability, or confidentiality could be expected to have 
a severe or catastrophic adverse effect on manufacturing operations, assets, personnel, the general public, 
or the environment.



Internal

The Framework Profile
Examples of  Security levels
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The Framework Profile
Examples of  Security levels
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The Framework Profile
Examples of  Security levels
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The Framework Profile
Examples of  Security levels
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Sample Resources
www.nist.gov/cyberframework/framework-documents
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Manufacturing Profile
NIST Discrete Manufacturing 

Cybersecurity Framework Profile 

Maritime Profile
Bulk Liquid Transport Profile

Smart GRID Profile
Cybersecurity Framework 

Smart Grid Profile

http://csrc.nist.gov/cyberframework/documents/csf-manufacturing-profile-draft.pdf
https://www.uscg.mil/hq/cg5/cg544/docs/Maritime_BLT_CSF.pdf
https://www.nist.gov/publications/cybersecurity-framework-smart-grid-profile
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Q&A
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Thank You

• More info at the Schneider Electric booth 

Bert Poort
Business Development Manager
bert.poort@se.com

mailto:bert.poort@se.com

