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Cambridge Silicon Radio — “15 years delivering low power
solutions to the consumer and automotive markets.”

Imaging

Automotive
Infotainment

Bluetooth®
Smart

........

.................

Five Platforms for Growth
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Segments

Peripherals

* Fixed Purpose

« Always ON, targeted experience

« Connectivity : BT/BTLE

- Battery Life : ~7days

« RTOS based

* Architecture-ARM Cortex-M

« Highly integrated signal processing

il

Wearable computing devices

* Multipurpose

* High Performance/rich user experience
« Drive for memory requirements

« Multimedia Rich —graphics, audio etc.

« Battery Life : Everyday

* Multiple connectivity

 Full OS

* Architecture — ARM Cortex-A9

« Highly integrated SOCs

ELECTRONICS
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The Well Connected Man [& Woman ©]

The well-connected man .

Trends is wearable gadgets for the smart g“’ggbgge Era

fashion set \ For sale

Product: Google Glass { « Wireless headset to

Price: $1,500 \ \ . connect with a phone

;\;:;:a%igylate WY - ; Allows wearer 10 answer

RS > calls by tapping the earpiece

Internet through a - Voice-activated dialing

wearable display screen WS m‘ozion de‘tecrt‘gfs mat'o senses when
s being worn and therefore responds

gv‘?‘sn%yns data into your field ik, 8453

Camera-enabled for

photos and video, Jawbone UP

controlled by voice $129.99

and fouch For sale

. Bracelet that tracks

Nike Fueiband K motion and slesp

Price; $149 Can record sleep quality, and

For sale number of times the wearer wakes

Bracelet to track motion Movement tracker can record distance

Syncs with smartphone travelled and the amount of time active

to allow goal-setting and

input for calorie intake Pebble
1o compare against 2~ oot $150
activity J For sale

| A watch that connects
Eitbit One / \ -~ with a smartphone
$99.95 Displays notifications for
For sale / calls, emails and messages
Belt clip that tracks motion and sleep
Can record sleep quality,
and number of Whistle
times the wearer wakes $99.95 E‘
Wirelessly uploads data Available by September |__J
10 a website to track progress Device to track dog's activity
and goals

Sources: Googie/Jawbone/Kickstarier Pebble/Whistie Fitbit/Nie

Attaches to collar and records when the
doq is at rest, walking, playing and sleeping

Wearable Computing Device Shipments by Category (Millions)

2013 2014 2015
Wearable Cameras 6.64 1361 15.81
Smart Glasses 0.01 213 10.57
Smart Watches 123 744 24.92
Healthcare 13.45 2259 34.25
Sports/Activity Trackers 32.46 4264 5742
Wearable 3D Motion Trackers N/A 087 200
Smart Clothing 003 072 124

Totals: 53,90 90.00 164,20

Source: Data from ABI Research World Market Forecast: 2013 to 2019
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Pillars for successful wearable design
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Right mix of Performance requirements for wearables

Video E: .Eé

Audio — 9z




CSR

An example: MOBILE PHONE EVOLUTION

The show off 80s Must have 90s The millennium smart era
10kg 1kg 800g 495¢ 5009 164g 133¢g 1299
>
£3k  £2k £800 £539
>
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Wearables usage and design

considerations

User Usage Design factors to consider
o 24]7 « Small form factor-sleek
« Environment used in thin, light
 Wearables close to  Thermal aspect — need

body to be comfortable to the
« Constantly ON body
* Privacy protection « Power management

* Privacy/security
measures

Package
technology

process IP offerings
technology

ELECTRONICS
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Package Technology

« Component package
— Thickness and footprint

« MEMS & Sensor package
— One device, One process, One product
— Package technology primarily dominate the final body size

« System in Package
— Integration of above two package

ELECTRONICS
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Component Package

« Thin package technologies
- WLCSP, QFN

iPhone Evolution

F ‘
@ | -
| 1
: m 1/2007 3GS /2009 45 /2011 sf012 55 /2013 6/2014 & 2014
- i iPhone Model/year MWLPs emThickness

w1

(@)

CSR production >
WLCSP {5

iPhone 1 iPhone 3GS iPhone 4S5 iPhone 5 iPhone 55 iPhone 6 iPhone 6 Plus Q .
2007 2009 2011 2013 2013 2014 2014 F N Source: ASECL
2 WLPs 4 WLPs 7 WLPs 11+ WLPs 22 WLPs 26+ WLPs 26+ WLPs

Source: TechSearch International, Inc., adapted from TPSS.
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Component Package

« Small footprint package technologies

— Higher “Silicon density” in the package (die size/package size)
« Example of silicon density

- WLCSP =1

— CSP package=0.8~1

— 2 dies stack CSP package =1.6 ~ 2

Top Sla

-_;iﬂl‘ﬁﬁﬁ

Samsung’s 3D STV technology

Samsung’s 8 Flash die stack EL&ECTRONICS
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MEMS & Sensor Package

* Diversified & non-standardized package solution
required

— Problem: “One device, One process, One product”

Sensing
applications
A
Y B
Motion / Pressure Projecting / RF related Managing Emerging
Voice / Sound position monitoring receiving Light functions fluids MEMS...
< 'Siicon .« Pr < . Micro- '+ Oscillators / + Ink-jet MEMS = p-Displays,
microphones i : seessu mirrors Resonators rﬁules MEMS
@ + Accelerometers Q - RF-MEMS - Auto-focus
switches +  Microfluidic &
' + TPMS . Bio-chips acLuators
modules = o y
+ Magnetometers i
gnet . FBAR/BAW St L/
N J filters d
[ \ <7 +  Humidity
W sensors
+ Fusion sensor = N—
combos & IMUs . SAW filters
.\ —/
Courtesy of Yole A e
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MEMS & Sensor Package

« Package technology primarily dominate the final body
Size
Ex: Accelerometer package size reduction

Ceramic package
| MEMSI>

Bonding

Cavity
MEMS die

Ceramic package

Die stack in QFN package

T MEMSIC MXRT250VW

First true 3D
WLCSP package in
production

VTl

gy

Courtesy of System Plus Consulting
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System in Package

« Enabling technologies

m Interconnection | .
Moldin
“Flip chip (MR & TCB) Antenna i &
“ _Wire Bond -Package integration for 7

WL/FCCSP

2.4G/5G/60GHz =EXpaseg die
Shielding \
-Board or package level K AoP
-Compartmental \\ \T

Passives / IPD
-Integrated Passive
Devices

Embedded Technology
-Passive component Die / Pkg Stacking
-Active device -Die thinning

-Die interconnect

A
e
A

Wafer Bumping /
WLP

- Lead-free / Cu pillar
- Bare die package

Courtesy of ASE

- ¢

¢
SMT

-Passives
-Components
-Connectors

Mechanical
Assy

-Laser welding
-Flex bending

ELECTRONICS
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System in Package

« EX: Apple Watch S1 SiP
— 8 layers microvia substrate with 50um L/S, and 360um thickness
— Many packages, primarily CSP and numerous passives
 All have a mounted height of 400um or less
— Advanced EMI shielding technology to reduce the SIiP body size
— The entire package mounted height is 550um

E B

Internal shielding
wall to isolate
WiFi/BT/NFC fr
the rest of SiP,

SiP shielding Internal shielding

wall trench filled with
conductive paste
D

Photo source: Prismark/Binghamton University Source: Prismark ELECTRON'CS
&
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In Summary on Packaging ...

« Components — drivers are form factor and height

« Same careabouts in MEMS technology with the
additional challenge that there are multiple package

types
« A great variety of SIP offerings but these are likely to
shrink as the market matures and finds its way

» The backstory to all of these is the cost curve

 This will come from volume and never “reinventing the
wheel”

ELECTRONICS
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Battery Life

& Power consumption

* RF connectivity during ON state are always power hungry

* Increased demand in memory space on chip (ie more RAM) give
burden on batteries life

» Always ON sensors and display units consume lots of power

- Battery technology didn’t evolve as quickly as we like to ...
SO?

We’:'e Jl)obmed ;?: ELECTRONICS

2/3/4 JUNI 2015




THE NEED FOR BATTERY AND
CHARGING INNOVATION

 Today: Li-lon technology.

The battery size ~50% of the « Today: Wired Micro USB
total footprint today. charger _

- Density/capacity of battery ~ * New technology in
300mAH. Restricted density. charging?
Need constant charging for * RFwireless energy
high end wearables — user harvesting
experience compromised * Photovoltaic

« New technology in batteries?
« Silicone Anode
« Genonowire
« Carbon flouride-for LP
application wearables

S0 car e do samGRPMReveivo-remaesswalBIIGO onc
So can we do so mponent level? 3
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What can we do to save power?

Clever radio architecture can significantly reduce the active power

Reduce the operational voltage of the system
— Operate as many blocks as possible at a lower voltage

— An integrated power supply is needed so that the voltage can be
dynamically adjusted

Frequency reduction

— Operate the chip at lower frequencies, gives a linear reduction in dynamic
power

Use transistors with lowest available leakage in the process

Avoid external components that waste power
— External Li-lon regulators for example reduce overall system efficiency

etc.

This section focuses on Process Technology Improvements

ELECTRONICS

2/3/4 JUNI 2015




Transistor Leakage Across Nodes

40nmLP, 1'}1.v
ulLVT+
%

10000 55nmLP, 1;/
1000 90nmLP, 1.2V... /

100

10

1

Effective 1D (PA/um)
w
\5\5
N

0 0.2 0.4 0.6 0.8 1 1.2
Speed (GHz)

» Advanced CMOS transistors are optimized for higher speed and lower

active power but the lowest achievable leakage is usually higher than the
previous node

« Battery life is key for BT Smart as chips spend much time in standby,
making leakage reduction essential

« 40ULP was conceived based on the requirements EL&ECTRONICS
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Pocket or Halo Implants

» Pocket or Halo implants are used to
control the transistor threshold
voltage, Vit

 They are implanted at a steep angle
(37 to 45 degrees) to get dopant
under the polysilicon gate

* They are key to improving the ‘

transistor off state performance whilst
not compromising its performance
when turned on

ELECTRONICS
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Technology Nodes Compared

loer 55LP 40LP
(pATUM) 1.2V 1.1V
(C60) (C50)
NMOS 24 33 11
PMOS 4.4 9 4

« 40ULP will achieve lower off-state leakage than 55LP

« VDD reduction is the only way to further reduce standby power

ELECTRONICS
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|IOT-The connected era of everything

« Connection of things to internet
« Vulnerable to cyberattack

WHAT CAN WE EXPECT TO LOSE?
IS IT WORTHWHILE TO HACK?

ELECTRONICS
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CSR

Security motivations for IoT eco-system

V
. Service Provider /
Thing Gateway A
Consolidated Statistics
ﬁ

‘ User’s Raw Data ) Service Appl'cat'°"ﬁ> Service Application Data Stream
\Tjﬂm

f% dataﬁ g > ‘W

UnaUthorised
Statistics
Collection

Transport Link (e.g. HTTP over TCP/IP)

Wireless Link

:
%D oo
S 3 g5 5 g 5
Potential Confidential |3 > = I S
o 7
Data Tapping Points 4 £ = E
©
w w

« Many opportunities for attacks!
« Securing Communication Channels — just part of the

solution.
» Security Is hard and needs hardware support

The section looks at hardware authentication and encryption ELECTRONICS
&
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What The HACK?

HACKING

i : THE ART OF EXPLO]TATiON

Invasive attack
(decap, deprocessing,
Semi invasive attack SEM, microprobing, FIB)
(NIR imaging, Laser imaging,
Non invasive attack  fault injection)
(glitch, clock, power

attack) ELECTRONICS
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SiI Manufacturing Variations

Siliconsubstrate

Gate oxide thickness

Line edge roughness...

* Nothing is deterministic

anymore.
Can we use this variation to
create an unique DNA of
every single chip?

Physically Unclonable Function
(PUF):

“A function whose execution
depends on inaccessible and
irreproducible variations caused
by Silicon’s manufacturing
process. This serves as the
generation of keys — basis of
the whole root of trust and
security aspects.”

ELECTRONICS
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Silicon PUF
and the Hardware Root of Trust Goal

A (

challenge

Features - Tamper and Side Channel Attack resistant, Hard to Reverse

Engineer, Reliable, and low Cost. ELECTRONICS
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Security Is essential

Write once public Unique pair of Root Identity Root of Trust:
unique id per chip | private/public key Module using RKS privileged FW
at manufacturer per chip (Root Key | to securely execution to sign
« ID accessible Set) sign/encrypt/decrypt | ROM/RAM fw and
by FW/Apps « Embedded in ID and config data apps and use RIM
layers every single to sign and safely
This ID will chip by store signatures
associateto a manufacturer
unique key set

) Root ID module used to sign and
Unique Key Set g

ID identifies chip’s public key To sign in/Encrypt/Decrypt store FW SIgnatureéLECTRONICS
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Comparison of NVM vs PUF

Technology Advantages Disadvantages

NVM « Erasable « Easy to reverse
» Testable engineer
» Reliable * Require secure
* Low overheads access path
» Need special process
step-> cost
PUF  Difficult to reverse * Not erasable
engineer * Not testable
* Inherently generated
key
» No special process
step

ELECTRONICS
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Push every boundary.°
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