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Let’s connect!

Everything connected
Zombie IoT
RWS connected bridges

5 steps to connected design



Alexa, is my laundry done?

Alexa, can you preheat the over

Alexa, send me my shopplng lis
from the fridge
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Connected because...

» Keep up with competition

» Premium appearance

» Acquiring valuable data (profiles, debug)
» Technology is there

This is all fine, but
beware!







What about reputation

Do not become a Zombie IoT device!

Zombie IoT

“Typically, a zombie is a home-based PC whose owner is unaware that the
computer is being exploited by an external party.”

"The term originated in the West Indies, where a zombie is a will-less,
automaton-like person who is said to have been revived from the dead and
must now do the will of the living.”



https://www.layer8ltd.co.uk/day-toaster-turned-iot-apocalypse/

'HOW TO SURVIVE A e

ZOMBIE

APOCALYPSE

_—
3 STEPS TO SURVlVlNG |N3!:ESTAT|ON

1. Evasion Execution Escapin

» Connections everywhere
» Wild growth

» Standards

» Ever growing tech

If the zombie infestation causes your location

uninhabitable, DO NOT hide. They WILL ﬁnd you.

Locate the nearest exit and safely evacuate the building.

dark clothing,

allow yourself
Wil

Make sure you are weari
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Contagion is fransmitied through bite and any interaction
with a zombie poses @ risk wath becoming infected.
1fyou happen fo come in contact with o zombie, follow the instructions below.

USE YOUR HEAD: CUT OFF THEIRS

The most effective way to execute a zombie is by
blunt force trauma to the brain and/or deccpltoﬁon

If attacking the zombies brain is not possible, focus on
attacking the heart to slow down the zombie. This | ,
may or may not terminate the target, but it will slow the
target down enough to allow you to successhully escape.
Aiming for orms and legs ore optional but not suggested..
IFyouw do not have occess to the following ideal weapons )
youcan sill fight off a zombie ifyou oct smort. Thes ips| 3
will NOT work if fighting off o group of zombies.
IDEAL WEAPONS [::‘““”‘?m“::"' o
1. Firearms Y b b |0 eapons, s doon e zambis by
2. Bladed Weapons

* icking s knoo o srking fo kavess wiha

found cbjoct. When the zombio ks, repeciedly

3. Blunt Objects stomp on  heod 1> axecute the zombio.
IDEAL WAYS

OF ESCAPING

TO SURVIVE:

»We need a good connected

DO NOT TRY ESCAPING IN A VEHICLE!

Trying to escape in a vehicle will bring attention to you and
you are more at risk of being trapped inside. If you have no
other choice, make sure the vehicle you are using has plenty
of gas and there has been no damage done to the vehicle.

'WHEN ESCAPING
* Stayina tf possible]
ot

Stay hidden from the zombies by
ng behind lerge objects and l:eep
your noise level to o minimum.

areas and not through creas
where zombies would most
likely be lurking.

* As always, ry fo escape
while making os little of sound
os possible.

. DO NOT go into any buildings

you are certain that it is,

NOT infested with zombies.

If escoping on o birydle,
maoke sere you hove o
sease of direction ond kn
exadlly where you are

. i Bike or Die
N
going. Be sure Io sloy olert. Q a

mmwwmm.sm@dm
infestation. Once destination,

siay alert, Thuum b o zombie
by shus Onyonl umunﬂuu\dm
INO signs of being infected, you are now safe.

design!



RWS Connected Bridge

32-Bit ARM Cortex microcontroller

LiPo battery: Power consumption
from 220 pA to 22 PA in sleep!

LoRa Microchip RN2483 Module

00000000
Rijkswaterstaat

Ministerie van Infrastructuur en Milieu
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In5|ght in status of aII‘ bﬁdges

No Boat Jams ”BIauwe golf




RWS situation

» Solution must be separate from existing infrastructure

» No power supply
» Connect to existing RWS systems (think Flitsmeister apps)

» Tech choices: LoRa iso Sigfox (fits: low power & low data traffic)
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RWS situation

» Other tech to consider?

» Maybe power supply
steers technology?

» Not in this case

» Design for security
and privacy!

» For RWS: checks
communication layers

» On the device:
no debug modus,

0S| (Open Source w.weiconnection) 7 Layer Model

L J socer

Layer Application/Example Central Device/ DOD4
Protocols Model
L] L]
Appl ication (7) End User layer Program that opens what A H::trions
Sorves i the window ot vaers &nd was sent or creates what is to be sent PP
application processes to access the network | Resource sharing « Remale file access + Remote printer access « SMTP
services. Directory services - Network management
S L[ [P o .
Presentation (6)| Syntax layer encrypt & decrypt (if needed) encon
. Process
m%rgm aathe Character code translation = Data conversion » Data compression = | EBDIC/TIFF/GIF
'T,-mﬂhrhm Data encryplion + Character Set Translation PICT G
Session|(5) | Synch & send to ports (ogical ports) | Logical Ports | A
Session establishment, maintenance and termination « Session RPC/SQLINFS T
support - perform security, name recognition, logging, eic. NetB|OS names E
Transport (4) | TCP Hostto Host, Flow Control W
Ensures that messages are delivered tation * M S Hxﬂh
m-ﬁm Hmmﬂﬂ i Message fraffic control « Session multiplexing e TCP/SPX/UDP A
Network (3) | Packets (letter”, contains IP address) | g R|  Routers | Y
ugd::;:rm m&f:ﬂm Rouling » Subnel traffic control » Frame fragmentation = | IP/PX/ICMP  |Canbe :
data takes, Logical-physical address mapping = Subnet usage accounting | used
on all
Data Link (2) | frames Coras contane HoG st arides | |
Pmm mm-ﬁ:m.-:fdm frames Establishes & tarminates the logical link between nodes = Frame WAP
e o f::l"“ H“' over the traffic control « Frame cing * Frame ledgment « Frame | ppoye) |p | Land
‘ 5 dyer. delimiting « Frame error checking « Media access conirol B y Net .
Y lanre g, - { . La
U‘ﬁfgﬂ:‘)ﬁﬁcﬂ (1) | Physical structure Cables, hubs, etc. Hub %
Data Encoding * Physical medium attachment =
Transmission technique - Baseband or Broadband «
Physical medium transmission Bits & Volis

Physical access =! Data access

12



5 steps to connected design
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RWS Connected Bridge

\ B Insight in status of all bridges
N\ (Blauwe Golf”
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protocols
Step 3: What tech that is




