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HMS at a glance



Set-up and Actual situation

TSN



TSN Principle

Time-sensitive Networking

Mixing different and real-time protocols into one

Source: Mitsubishi Electric

TSN is a set of standards to combine streams, not a new protocol!



Industrial network shares 2023

Industrial Ethernet 

Fieldbus 24% [27%]

Industrial Ethernet 68% [66%]

Source: HMS

Wireless 8% [7%]

Annual growth -5%

Annual growth: +10%

Annual growth +22%



The next networking wave

Time-sensitive Networking

1985 2005 2020

TSN

Gen I

Different PHY’s

Different L2’s

Max 1 Mbs

Gen II

Standard PHY

Different L2’s

100 Mbs

Gen III

Standard PHY

Standard L2

100 / 1.000 / 10.000 Mbs



Profinet

Time-sensitive Networking – Actual status

CC Link IE FieldEtherNet/IP

• Standard published

• No PLC’s yet

• Multi-vendor demo’s

• No standard yet

• No PLC’s yet

• Unclear commitment

• Standard published

• PLC’s on the market

• Slave node’s available



Network Topology

Time-sensitive Networking

Machine 1 Machine 2 Robot CCV

PBX VOIP

Scada / dashboard ERP / MRP Cloud

TSN

Central

Configurator 



It’s not looking bright…

Status of 
CyberSecurity in
Manufacturing



Semiconductor industry giant says 
ransomware attack on supplier will 
cost it $250 million

February 17th, 
2023

Attacks to manufactures

Status of Cyber Security

Source: NCC Group 07-2023



Ransomware is the biggest problem….

Status of Cyber Security

Source: DRAGOS

73% Manufacturing

Downtime costs big €€€ 



IT - Secure oriented

• Confidentiality / Integrity

• Credentials mandatory

• Security scanning & updates (patches)

IT versus OT - Pitfalls

Status of Cyber Security

OT - Process oriented

• Operating Running / Low down-time

• Credentials for protecting IP / User roles

• Firmware only to solve defined issues



Security in industrial
embedded applications

Design-in



Journey through Industrial Cybersecurity landscape

Security design

Consultancy 
& Training

AV/EDR/XDR 
solutions

OT/IT Separation 
firewalls

Remote Access 
Solutions

Asset Discovery & 
Vulnerability 
Management

Configuration 
Backup & Version 

Control

Threat 
Detection / 
Monitoring

Industrial 
Firewalls

Secure Authentication 
Solutions

SIEM / SOC / 
SOAR & 

Governance tools

USB scanning & 
management 

Intrusion 
Protection 

Systems

Micro 
Segmentation / 

ZTNA / SDN

Data Diodes Deception / 
Honeypots



The security pitfall

Security design

WiFi

3G/4G

Ethernet

Industrial 
communication

OT/IT Intelligence

API &
ConnectorsPortal

Broker



Node Building blocks

Security design

Certificate
Management

Trusted parties

Encryption
Test

Secure channels

Security Chip
Test

Store secret data

Secure Boot
Test

Trusted firmware



ID Certificate Secure OperationDevice Certification

Set-up custom with tool

• Factory-set public key

• Send key to local secure server

• Save certificate in security chip

Identification at start-up

• Sent certificate to server

• Return certificate

• Enable data

Secure and Identified

• All nodes certified

• Trusted data exchange

• All data encrypted

Security design



Security design

Factory security

Machine 1 Machine 2 Robot CCV

PBX VOIP

Scada / dashboard ERP / MRP CloudCertificate

Management



Understanding the architectures 

• Beside RJ45 everything is different

• TSN synchronization / Non-TSN

• Security

Hardware

Embedded Design-in

Understanding the protocols

• Stacks requires in-depth knowledge

• Secure boot & integrity

• Requiring certification

Software



Multiple-protocol - Software stacks

Embedded Design-in

Software is not 
standardized
• Different vendors
• Different structures
• Different interfaces
• Different drivers
• Different releases

Special attention
• Non-TCP/IP protocols
• Real-time priority
• Software interference



Multiple-protocol - Software stacks

Embedded Design-in

Software is not 
standardized
• Different vendors
• Different structures
• Different interfaces
• Different drivers
• Different releases

Special attention
• Non-TCP/IP protocols
• Real-time priority
• Software interference

Multi-protocol software-development is a complex task!



Smart and reliable

Embedded 
Communication 
Module



Programmable hard- & software

Embedded Communication

Protocol/IP MAC & API (VHDL code) Protocol/IP Software (C code)

Stack API RTOS and 
drivers

Secure Element Chip



Host & Master principle: PROFINET & EtherCAT

Embedded Communication

Temp

Status

RPM

CMD

Temp

Status

RPM

CMD



Temp

Status

RPM

CMD

Host & Master principle: PROFINET & EtherCAT

Embedded Communication

Temp

Status

RPM

CMD



Practice

Anybus CompactCom 40

Tower Light with 5 
colors

Robot arm

ADI #100
Name: TowerLights
Array of 5 Boolean
Read

ADI #200
Name: PositionCtrl
Array of 3 Dword
Read

ADI #201
Name: DeviceStatus
Integer
Write

Availability

Secure Time Sensitive



Stay Connected at www.hms-networks.com

You are invited to our booth 7E011



Hardware Meets Software™
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