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Agenda

 The loT (M2M*) applications, and technologies

« Major IoT Design and test challenges

1. loT product design — leveraging the many loT system modules
Debug complex digital/analog/RF system problems
Maximizing your device’s battery life
Speeding your device through EMC compliance
Speeding your device through Wireless certification
Preparing for IoT network deployment
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(*) 10T : Internet of Things, M2M: Machine to Machine S—
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Connected Devices

24
22
Wearables
20
SmartTVs

Internet
of Things

Billions of devices

Tablets

Smartphones

PCs

‘4 ‘05 ‘06 ‘07 ‘08 ‘09 10 11 12 13 ‘14 15 16 17 18 19 ‘20
Sources: Gartner, IDC, Strategy Analytics, Machina research, company filings, Bll estimates
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loT — Integration of Technology
« Some of the drivers

| Cost

Key loT Semiconductor Components: ASP Projections

Annual Price

Semiconductor ASPs 2012 2016 )

Decline
Microcontroller 50.49 50.30 -12%
Wi-Fi $1.30 50.80 -11%
Bluetooth 50.75 50.35 -17%
MEMS Sensor $1.30 50.95 -8% T M Od u I arltv
Camera
(1.8 MP CMOS Sensor) 2170 2110 -10%
GPS $1.15 50.65 Porerr—r—

. WelslpsdSine Bl | iCiocononer
Source: Gartner, ARM Holdings, and Raymond James White LED XBee
750 nm LED | ' = GPIOs = Wireless
| Maodule
'  AFE Communicaion
ST oesge v S
J ' Gain Selaction ~—= LUSB |
- I | |
. 2xChannels - ’C
MAZat MCDCD4 ADC
- B — Bridge / InAmp.
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Six Key IoT Design Challenges

~~. Wireless Module
Selection

Digital Design and
O\ Debug

@ Maximizing
Battery Life

EMC and EMI
% Pre-Compliance

Wireless Standards
Pre-Compliance

Interference of
’)X(( Things

e
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loT Design and Test
Challenge #1

 loT product design — leveraging the
many loT system modules




Several ICs MCU, Wireless module
Integrated (analog, RF, digital) Crystal, antenna,
Circuits packaged in a module voltage regulators,

balun, shielding,
Passives, etc.

11/3/2016 7

Final
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Choosing loT connectivity technology
CONSIDERATIONS

ZigBee®

Bluetooth®

Design Complexity
10m 100m 10km

' ' Data
Frequency = “ Range
Network
N ¢
Mesh Star p2p 3
.§ E Wi-Fi®
Biuetooth

.-:f. |
, BLE

el ZigBee® Sub-1GHz

ry

&2 GLowPAN
o

¢ oo
Power Source
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Design your loT device with higher
confidence under true-life signal
conditions

Record Signal
environment with
Real Time Spectrum
Analyzer

Time Spectrum Analyzer

Play back : NS Err— §em Stimulus
recorded signal o 3 -
during loT device |@%5ro- thgu
design —

Signal Generator
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loT Design and Test
Challenge #2

* Debug complex digital/analog/RF
system problems




Typical loT embedded module
block diagram and common issues

How do I know if the radio
is turning on as expected?

Antenna
mismatch issues

may effect Wi-Fi output

Power turn-on issues /
regulation issues)

Clock signal radiations ]

DC Power System Noise

correlated with
interface
signal bursts

VOLTAGE
REGULATION

Customer Application

Clock "ML

Micro-
controller

MEMORY/DSP (ASIC,
FPGA)
INTERFACE BUSSES
(USB, SATA, DDR,
etc.)

I/O Ports

VVVVYVvYY

)]
B

7 W WiFi Module
‘vl 4-000122

i

FCC /IC / CE Certified §

How do | know if the control How do | validate the integration of the software
signals are switching correctly and hardware layers within the interface?

(*) Certified Module doesn’'t mean Certified End-Product

12
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r Need RF receiver
troubleshooting test solution?

Receiver

f | can't find an

|
|
affordable !
Signal generator ~ Mixer ~ :
to do a simple [ X @ ] i O . System
Receiver ~ ™~ i Level
SenSitiVity or Pre Selection Filter IF I Integ rat' on

\__ Blocking test

Filter Filter
Local @ DSP

|
|
|
|
|
|
! Oscillator
|
|
|
|
|
|
|

|

|

|

|

|

PA %%—@—N/\// DAC |
~ ~ i

|

|

| Transmitter

| cannot identify the reasons why
my radio is failing functional test
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Example application — RF
receiver sensitivity test

RF Spectrum Analyzer

§.

A-N-X-N-N-N- au-ﬁ

Receiver DUT

ATT ’ ‘E‘ IF signal *
@ !

odulation signal

Cll - cum

€ k_k_,l_l_L__\_\_
-

Noise floor
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Example application — RF
receiver blocking

| 22| RFSignal Gen 1
Z [SSS=NSEN s w00 .
a ; §§§§ (In-channel signal)
J ocecon sl
il .
A Receiver DUT
T
I .-
;fj.: IF signal
Interference
H—— P= -l
| Joaaaas bt
) ;::gl Spur and/or phase noise
ks i) Bl == 5
RF Signal Gen 2 —

(out of channel signal)
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loT Design and Test
Challenge #3

* Maximizing your device’s battery life




Architecture
loT Wireless, Portable Device

Microprocessor
P Microcontroller

Antenna

Power

Sensor
Managem ent

Power Source

19




Power Consumption Analysis
— Critical for 10T Device Design

— Directly translated into the success of
any loT product

— Characterizing an |oT device power
profile is not a trivial design activity

Typical Power
Usage Profile

~ |oT device power consumption analysis
TYPICAL DEVICE POWER PROFILE

Assessing Battery Performance:
How do | measure the very low battery currents
when the device is in sleep or standby mode?

How do | measure the battery current during the
transmission bursts?

How do | characterize total battery power
consumption?

How does battery current change as the battery
discharges?

Realistic
Power Usage Battery Life

Success loT
Device

Profile

y Currents range Transmit
Load from uAs to mAs Individual pulses for
Current Currents range @ Wake Up or
Currents can be from uAs to mAs Transmission mode
as low as can range from
hundreds of nA hundreds of mA to
Amps, and can be as
Standby narrow as a couple of
= s
Deep Sleep /
Sleep r
Time

20
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loT power consumption analysis

Challenges and Requirements Individual
Pulses
. Sleep Mode Standby Mode Wake Up or
Testing Challenge Ultra-Low Power Low Power Transmission
. . Consumption (uA) Consumption (mA) (100s mA - A)
— Accurately measuring a wide
range of currents from tens of / l
nA (deep sleep mode) to _ _

hundreds of mA (active mode)

— Capturing transient signals that
lasts only us

— Monitoring and saving for long ‘ ‘
period of time

Graph Data Scale Trigger IDLE ==

Typical power testing requirements:
— High Accuracy for high quality “2830mA
characterization in wide ranges
— High Sample-Rate with deep memory
buffer and advance triggering capability to
capture waveforms over time o
— Ease of Use: Pinch-and-zoom touchscreen [EX=S

5. B5i8 58585 5.B635 58685 55743 58805 5.885% 58915 58965 5.00@%

interface to quickly analyze waveforms .
— High Precision Supply: Supply clean,
stable, accurate DC power (supports high .

accuracy measurement) 21 MQNQ}{“(L;‘

event
2016
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loT Design and Test
Challenge #4

« Speeding your device through EMC
compliance




EMI/EMC Deflnltlons

EMI/EMC

Regulations
— Country/Region
— Industrial/Consumer
— Military
Conducted Emissions
— Unwanted signals coupled to AC mains
Radiated Emissions
— Unwanted signals broadcast from DUT
Intentional Radiator
— Spectrum Emission Mask ) |
— Power Limits ) é - o
— Harmonic Content - NJ"M A UMP’“WW
Susceptibility/Immunity
— Region dependent Figurs 1. Tis EM et gt o a el at rund SV
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EMI Testing Work Flow

' HEDULE TIME AT TESTING LAB

$$$
Time consuming
Report failures only

Catch problems early
Save time
Help design

Design ~90% Expensive Pass
Completed Compliance Test ==
Test House

* Fall

EMI Troubleshooting
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Do | Need An EMI Recelver ?

« EMI receiver are designed specifically for spectrum

sweeping
R BW Frequency Range Bandwidth (6 dB) Reference BW
— 9 kHz to 150 kHz 100 Hz to 300 Hz 200 Hz
« Shape (Band A)
° Bandwidth E]Bllgdhﬂg:lz to 30 MHz 8 kHz to 10 kHz 9 kHz
— Detectors 30 MHzto 1000 MHz | 100 kHzto 500 kHz | 120 kHz
(Bands C and D)
« Peak
1 GHz to 18 GHz 300 kHz to 2 MHz 1 MHz
* Average (Band E)
° Q uas I - Peak Table 1. Measurement Bandwidth versus Frequency specified by CISPR 16-1-1.

' » Pre-selected RF tuning stages
« User defined dwell time per step
« Detailed requirements in CISPR 16-1-1

 For Pre-Compliance You Don’t Have To Use A Special
Receiver
« We are making an accurate approximation |
« Understand the compromises in the measgrementsgi EMD&E|
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~ * Limiter (Optional)

Setting Up A Pre-Compliance Test

CONDUCTED EMISSIONS <30 MHZ

 Utilize a metallic surface which can
be grounded

* Line Impedance Stabilization Network — reai time spectrum anaiyzer
(LISN) =D
* Pre-amp (Optional) frencemecery o

Optional -
RF ~
Pre-Amp | S

« Make sure the instrument
can accommodate
gain/loss corrections

Optional — - DUT

. Power Filter . - ’

Prefer Metallic Ground Plane

72 [\ K= D &E
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{M Setting Up A Pre-Compliance Test

RADIATED EMISSIONS >30 MHZ

« Identify an area with « Non metallic platform for DUT
natural RF shielding * We need to look at 360 around DUT

— Basements  Tripod/pre-amp optional but
— Parklng garages recommended Real Time Spectrum Analyzer

« Watch out for DAS

Type N Connector
— Used to help cellular ‘8
coverage = e ]
DUT | 0to 1 meter E
) . ‘7'- I |

Non-metallic
DUT platform
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Intentional Radiator Testing

For devices that transmit
RF energy

— WIFI, Bluetooth,
Zigbee

In-Band Channel Power

— Integrated channel
power

— Defined by standards
body

Out of Band Channel
Power

— Power outside channel
BW

— Commonly defined
with a mask

Specific hardware &
software requirements

Antenna
Diversity

Lg

Band Pase  Low Noise
Filter Armplifier

WLAN
Transceiver

Band Pass Power
Filter Amplifier

- -
2NOV &
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loT Design and Test
Challenge #5

« Speeding your device through wireless
certification




Wireless standards certification

« Wireless standard certification is what allows to print a wireless
standard’s certified logo on a product ...

« Many RF modules available that are “pre-certified”. But a pre-
certified RF module doesn’t guarantee a certified boxed product

« Even small deviations from reference designs can cause
failures

« Changes to the RF path can put you at risk
« How your software interacts with the module may affect

compliance.
Software Hardware Iﬁiﬂ
°

Typical Wi-Fi Enabled Device ~2 NOV P D &E
BRABANTHALLEN event
_ 2016
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Wireless transceiver pre-
certification in SignalVu-PC

[ Lk BEL]
b Fle fes Hakes Setup Preset Took Connect  indow el Telchronix
.E-Er" b * St T R  ;
5] ? m .
WLAN pre-certification Test =
(IEEE 802.11 a/b/g/n/ac) e
= _ —wrwr = ...
& Fie Vs MHadkers Seoup Presets Took Coreed Wadow Hep 0202020200 0 W enh 3mslHe
BHc 50U NN S P _ @ - Repy - [ SR T
. =3 et {|
:-;:;:":w 3,25 H ::mx:w o ’ :.I:ql. .:'?m ) BT Summary Prequancy | 249000 GHz Raf L |'::'--15: Markiass | | Traces| 0N
Syt Ol Errow <0126 par Tai ;1‘ B 15558 e g Lt 1,340 vm r
we  wna uma aa ome [0 Bluetooth pre-certification Test
0 e— ] i (VL —— (Low Energy, Basic Rate,
and Enhanced Data Rate )
WLAN Summ Frequency 52500 GHz — I-:a:l\;':ns-Tmm:IQ ",, e
[rm— decry O 250000 Wi, Arg Lemgibe 1605 mm " 34 1 .2 Nov (_ D&E
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loT Design and Test
Challenge #6

i
i ‘

* Preparing for loT network deployment




Your loT device I1s not alone out
there ...

W2 o, v T s Sppetamn

B e Vew Run  Repley Merken  Setup  Proets  Tool  Conmect  Window  Help - x
= B e TTTINO B @ Neplay = | D Mun
¢ Rerrop J $how On Claae
v OB/ O 265
10.0 ¢B
REW:
700 kids
66.5
5.5
106.3
" ArRP ity A | 1 e S T e g et T A - V] WD P ST A S e
Spectum  w
-IJr.
Autoscam - T A497e GH2 ' ' » Span: 40,00 MHz
DPX Soectrum Frequency 2.44974 G Ref Lev -30.00 abm Span  40.00 Meex Res W o0 Markars Traces | | €8
Stocoed ot akoned Ref: b Connected Bl
———— e T _— —u e e =

Bluetooth signal Microwave oven Wi-Fi signal

38
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W Deployment of long range
~low data rate 10T networks

.ORa Alliance
= Wide Area Networks f

Long range low data rate 0T network operators require outdoor mapping of
measurements in order to validate operation frequency bands

Use SignalVu-PC mapping Option to

Hunt indoor interference  Locate transmitters test signal
quality/coverage
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