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loT Security - Legal oo

M ‘Securlty Centre

HO

Europe (GDPR) ,

— In effect with fines of €20M or 4% global i
Department for
Digital, Culture

The Netherlands (AVG) Media & Sport
UK Government (DCMS) 2%
- Legislated enforcement within 3 years with GDPR type fines O i

* and Information
x * Security Agerxy

- Published Code of Practice for Consumer loT Security
- 13 Codes of Practice

ETSI ETSI/\//C —\
. . I I ‘\\ /
— Reiterating UK DCMS guidelines N Z

EU (ENISA)
— >150 baseline recommendations 8 OKT
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C: Device Secure Boot

Best Practices guides

loT Security Foundation www.iotsecurityfoundation.org
— Initially UK-centric, now the global forum for loT Security

Security Foundation

The integrity of a device depends critically on executing a trusted boot sequence. A staged
boot sequence, where every stage is checked for validity before initialising, minimises the risk
of rogue code being run at boot time. Having a fully assured first boot stage is vital to
ensuring the subsequent stages can be trusted.

1. Make sure the ROM-based secure boot function is always used. Use a multi-stage
bootloader initiated by a minimal amount of read-only code (typically stored in one-
time programmable memory).

2. Use a hardware-based tamper-resistant capability (e.g. a microcontroller security
subsystem, Secure Access Module (SAM) or Trusted Platform Module (TPM)) to store
crucial data items and run the trusted authentication/cryptographic functions required
for the boot process. Its limited secure storage capacity must hold the read-only first
stage of the bootloader and all other data required to verify the authenticity of
firmware.

3. Check each stage of boot code is valid and trusted immediately before running that
code. Validating code immediately before its use can reduce the risk of TOCTOU attacks
(Time of Check to Time of Use).

4. At each stage of the boot sequence, wherever possible, check that only the expected
hardware is present and matches the stage’s configuration parameters.

5. Do not boot the next stage of device functionality until the previous stage has been
successfully booted.

6. Ensure failures at any stage of the boot sequence fail gracefully into a secure state, to
ensure no unauthorised access is gained to underlying systems, code or data (for
example, via a uboot prompt). Any code run must have been previously authenticated.

Further discussion on secure booting can be found here.

Resources on how to boot securely are listed below.

ng the loT: Part 1 * TOCTOU attacks
 Securing the loT: Part 2

https://www.iotsecurityfoundation.org/best-practice-guidelines/
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https://www.iotsecurityfoundation.org/best-practice-guidelines/
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loT Security by design

It all starts with the requirements !

1) No default passwords v The ri . .
righ Is simplif
2) Implement a vulnerability disclosure policy erng t tools s piTty

3) Keep software updated v/ Secure by Design

4) Securely store credentials and security-sensitive data v/
5) Communicate securely v/

6) Minimise exposed attack surfaces v/

7) Ensure software integrity v/

8) Ensure that personal data is protected v/

9) Make systems resilient to outages v/

10)Monitor system telemetry data

11)Make it easy for consumers to delete personal data v/
12)Make installation and maintenance of devices easy v/
13)Validate input data v/

14) Keep verifying for vulnerabilities

8 OKT
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loT Security by design

Root Certificate (CA)
Product OEM Prod Certificate

Root Name
MCU stored in MCU
' : (Authentication) Koub =
G Intermediate s |55U9Rf |\t|3Nme)
= . m ot Nam
Ly O =1 OEM Certificate g S— i —
Y . < 5 Issuer Sig (root)
OEM Name S 3
S48
Product Kpub C =2 = Root’s Kp,;
OEM certificate W |Ssuer Name — USE’d to se‘{f‘ngn
% i (i.e. Root Cert)
OEM Prod Name 2 a Issuer Sig < }
Prod Kp,,, k E‘ - Root’s Ky,
Issuer Name Intermediate K,; aiso signs
OEM Prod Kp,; securely signs Prod Cert A e
stored in MCU Issuer Sig <
(Authentication) Signature verified
by Issuer Ky,
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Security in the design-flow

Pre-Production
Desktop Programmer

SBM Config
and Build

Production

Secure Deploy

adDeviceld
 Generate JewceKey#f . Adjust Addresses .
~ Generate Device Cert Echyptiniage N Update

m Sign Image For Target
i Genefate Provision Bloc g g g . Appliance / Cloud HSM
Me Generate Power On Signature

Ideally it should be possible for one person to cover the whole process 8 OKT
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Secure bootloader

Load
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Encrypted In-Field-Updates

Check fornew
emLoad update firmware update
‘ | interface module _ _
Retrieve new firmware Provide new fimware
> Via decryption
module

ﬁ emLoad
decryption

module

emLlLoad
bootloader Update
firmware
ﬁ

Authentication of
new firmware

emLoad
authentication
module
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Transfer channel ..

Applicatio

@
n
IP-stack
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Transfer channel ..

a3 |

Dropbox Client
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Transfer channel ..

To get messages a from an MQTT broker a subscriber establishes a connection to the
broker. The broker checks if a publisher has sent a message for the subscribed topic
and if so, sends it to the subscriber. The advantage of this approach is that publisher
and subscriber do not need to know each other and that they do not need to run at
the same time. All they need to know is the IP address of the broker.

Internet

Publish Subscr>‘ ‘

MQTT Client

ROM RAM

Appr. 2.5 kBytes  Appr. 60 bytes
8 OKT

VAN DER VALK HOTEL
EINDHOVEN




Low bandwith, small memory @indes

- Embedded “unzip” e chocce afpraﬁs&zbna/.s

Configuration bitstreams to program FPGA and CPLD devices.
Permanent files for embedded web server static content.
Upgrading firmware using a compressed image.

Storing user interface messages for multiple languages.

* Highly efficient compression

* (very) Small decompressor ROM footprint

* Fixed decompressor RAM use, chosen when compressing
* Wide range of codecs to choose from

* Automatic selection of best codec for each file

8 OKT
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Real-Time (streaming) Trace

0S_StartLEDBlink.c X VRLELR=E- A

File Scope

Breakpoints
2

Location

OS5_StartLEDBlink.c:94 | =

void MainTask (void) {
05_CREATETASK | &TCEBHP, ™

=
Expression

05_Global. Time
05_Global. Time / 1000

while (1) {
BSE_TogglelED(1);
05_Delay (200);
=] Cnt+t;
USB /TCP—lP " |oooo eoez Lom R3, [PC, #+0x1C]
> 0000 &0B4 LDR R3, [R3]
0000 €086 ADD R3, #1
0000 &0B88 LDR RZ, [PC, #+0xl4]
0000 &0BR STR

2000 ODAC

2000 1278

SWD/ETM
<

1 BSP TogglelLED(1);
Terminal @ 00006076 MOVS RO, #1
0000 6078 BL §-0x5B8AC ;<BSF ToggleLED>
----------------- 0S_Delay {200)
>» Qutput wvia SWO active 0000 €07C RO, £z200
>» Semihosting IO active 0000 607E §-0xZ388 ;<05_Delay>

Cnt++;
@ 0000&082 LDR B3, [PC, $+0x1C] ;[0xe&0RO0]
0000 §084 LDR B3, [R3]

>> RIT active
MainTask (00.000s) > Booting...

9. MainTask {00.0023) > System Init
MainTask (00.0l14s) > OK. 0000 6088  RDD B3, #1
MainTask (00.015s) > Memory Inif 0000 6088 LDR Rz, [PC, £+0x14]1 ;[0x&0R0]
MainTask (00.Z51s) > OK. 0000 e0BR STR R3, [RZ]
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Instruction Trace Printt / @!n,gfesf
Application logging

dne info Svc] Starting key provisioning...
i s S Svc] Write root certificate...
184141 100a8 IncrementCounterByl add %x0,3 X i .
184141 .- Svc] Write device private key...
184142 100ac IncrementCounterByl+0x04 extb Svc] Write device certificate...
184142 0000002e -> write r0 Svc] Key provisioning done...
184143 100b0 IncrementCounterByl+0x08 j_s Svc] Starting WiFi...
184144 100fc  main+0x30 sthb 5r0,[%rl] mr Svc] WiFi module initialized.
184144 Ze -> write mem [0x011000] WS-MAIN] WiFi connected to AP AndroidAP.
i::i:i e “m:o"j“ P idb " 0“00:‘0'5*‘21t AWS-MAIN] Attempt to Get IP.
a - ECE® nem X - WE1TE =
184146 SBEEE 0 aa e : ' AWS-MAIN] IP Address acquired 192.168.0.51
184147 10104 main+tOx38 bl s Tt SR e AWS-LED] [Shadow @] MQTT: Creation of dedicated MQT
184147 00010106 -> write r3l AWS-LED] Sending command to MQTT task.
184148 100b4 IncrementCounterBy2 add %x0, 4 MQTT] Received message 10000 from queue.
184148 0000005¢ -> write r0 MQTT] Looked up a7sw@r7rvpirn.iot.us-east-1.amazona
184143 100b8  IncrementCounterBy2+0x04 extb [MQTT] MQTT Connect was accepted. Connection establ
i::i:z 100b oogooos:: -zcmi? ;02+o 08 1 [MQTT] Notifying task.
C ncremencLiountcer xX 3
184151 10106 maintOx3a st: J‘,‘w’[,ﬁ:z] [AWS-LED] Command sent to MQTT task passed.

8 OKT — D&E

vanpervaLk Hotee  @VEent
EINDHOVEN 201 9




Bringing Trace to another level :
Event Trace

9
09.
L0.
L1.
.270)
11.
Ly
Ll.
L1l.
i L
1 L
16 12
L1
s
L.
15 b

L1l

319]
330]
253]
253)

281)
290)
868)
878)
889])
900)
934]
954]
965]
9771
9901

Context switch on CPU 0 to Control
xQueueleceive (CtrilDataQueue, 100) retur
08 Ticks: 8109

08 Ticks: 8110

Context switch on CPU 0 to Pos_ADC_ISR
xQueveSendFronISR(CoriDataQueue)
Context switch on CPU 0 to Control
xQueueSend (Mot orQueue)

Actor Ready: Motor

Context switch on CPU 0 to Motor
xQueueleceive (MotorQueue, 10) returns =&
xQueuePeceive (MotorQueue, 10) blocks
Context switch on CPU 0 to Control
xQueueleceive (CtrlCmdQueus, 0) timeout/
xQueuePeceive (CtrlDatafusus, 100)
xQueuePeceive (CtrlCmdQueus, 0) timeout/

@indes

e choice af praﬁ&szbna/.s

Instruction Trace

Event Trace

Application Logging

Producer Processor core Software (APl or Kernel) Software (application)
Abstraction Level Low Medium High

Overhead None Some More

System Requirements High Low Low

Flexibility Low High High
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Example : FreeRTOS implementation

OS (C:) » src » TraceRecorder »

A

Namn
Embedded
Application

Host PC

config

include
Snapshot Trace Recorder
streamports

RAM ring buffer

,

Tracealyzer

A4

Dump
(-bin/.hex)

| readme.txt cernel
| ReleaseNotes.txt
trcKernelPort.c
[ trcSnapshotRecorder.c ]
trcStreamingRecorder.c

Target Processor

8 OKT
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Example : FreeRTOS implementation

OS (C:) » src » TraceRecorder »

N
o Embedded Host PC
config Application
include
Streaming Trace
streamports Recorder > Tracealyzer
' readme.txt o j;

| ReleaseNotes.txt
tracel. \
psf

trcKernelPort.c
Target Processor
trcSnapshotRecorder.c &

[ trcStreamingRecorder.c ]

8 OKT
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Event Visualization - 1 ( mdes
71:

e choice af praﬁ&swna/.s

What can be studied? Some examples:

Multi-threading and timing

{ M | [(mw——— - 1 1
5 = _| | . =aroy - Context switches, internal kernel events
= T : i - Execution time, response time, periodicity...
A " - APl calls (OS, Middleware stacks, Drivers...)
—— KT ‘~ e Call sequences and timing
. = = = = - Parameters and return values
— - Blocking and timeouts
e — o= - Object dependencies
—_— - iy, ( - Application logging
__________ | = E== I B - Debug messages, variable values...
“ ~—— - : - Time between important events

- State changes over time

8 OKT
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Event Visualization -2 (Q indes
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RTOS Analytics - Nlu, — o N ™ . o ~___ Application Analytics
« Service Call Block Time e W R . Communication Flow
* Object Utilization g s ) - . « State Machine Graph
* Message Receive Time = f===-—-_~ * User Events Signal Plot
* Priority Changes - e - e O = * /O Intensity and I/O Plot
« Event Intensity (three types) — i B =—— lmiid] \ T
- — e
CPU Usage — e — Memory Usage
+ CPU Load Graph i ,, e (= = ) - 5 5 o «  Stack Usage
« Actor Statistics Report mE=ETT T — § = = i T «  Memory Heap Utilization

» Actor Instance Graphs
* Interval Coverage Graph

All views are interconnected in clever ways, so you can click on a data point in
one view and see the corresponding location in another related view.

8 OKT
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LIDW

Biunkitio"

Event Visualization

A W |

g3Tsmy

TaskDelayr100) |

[ [l =

B BN SoseL

B L& dnounyuan 3 Buisn Hg)
U Busn Hg)

i ieuesend{Cueue #1) I

B maTT | " wTaskMotify 2WS-LEDY |
|| T askhotity(2AS-LED, 23 &20.000
|

L# aloydewas Busn Hg)

[ I j
— —= J/J _
E Logging
E Logding ---- E
[ c = = w o e wQueueReceivelQuene #1) returns after 109423 ps |
2 EE ]
W #ivvs-LED s Mo 2 5|5 &
o § @ |3 |3 |3
£ | a a8 8
= g m g o
L, § E o xTaszkMotifywiaitl AWS-LED, -1 returns after 105796 p=s |
k1
g 7
£ |3 = xiEueueSend(GueLe #1) 20 540 000
w= (X
[l stheros_iwnifi_Ta - .

""""""""" Y xEvertGroupSetBits(EverdGroup #1939, 11 '
| I5F using Semaphore #1 =EventGroupyWatBiz(EventGroup #19, 11 returns after SEE94 p=

=EventGroupSetBits(EvertGroup #20, 11 |

| WaTT
E A=-LED iEueueReceivelCueue #11 returns after 28272 ps I 239.860.000
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Remote «streaming” Trace

B Percepic Traceslyzer - Window 1 - C4\Program Files\PercepioN Tracesiyzer 4\FreeRTOS\deme freartor pit - o x

Fle Fod View Loyout Views Soskmuks Window Help D Feesack

CPU Load Graphs

@ & N - Eone  View @ @ 216458 - [ESme View Resolbion CPUO -
0% | R
W
O Cerrel
W o
0z |- I B P A0 5R
N EPEITTED |
nx

[eTaskDek(10)

T TTTTIMTTRIIN TCP-IP '
| ( Internet
< >

bt [leme Vi Fomd
. ot | [TEvman ] [ ] v

Ho L [raskbeio) | Foee
fS——

IHEIZTEE OO

[ #Rusustusceive (Movortuens, 100) timeme atee

v [ ook 10
: B
[asiDetayt 1) | e Moorguas, 190) biscks
Dvrssabalay 10}
[eatuRBce o (- MGUELe, T) tssoure | DOvTasxpelay (101

Dviasxvelay (101
Diviasuvaiay (01

iy N 107600)
DOvTaskvalay (301
D Tasikbalay (10}
v Taskbalay (10}

- Camnte GGt o st -
l u DivTaskbelay (30}
M ~/saucReoeive(CirDetaCueue, 100) becks | u Divrasibeiay o)
= 4 ] [ xumustaceivn (HMTGuese, 0) tineows fail
[T 10) n
o
o
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Percepio
Device Firmware Monitor

Remote Device Monitoring - 1

@ @ a @5 iew (3;.\.,:.;.: - @sme  View Res =Lﬁ“
© =i
@ I — 0% I II [
=] ™ A Sl
& {iTostOokt10) - I-I g :
H IBM Cloud
L] (IR E— AWS SDK AWS loT Core
< > a0 +—>
1B = ) Google Cloud eg'as Z0 l:!n!
] [¥Tost Dok 10 |
alt iz _— VDropbox
i . SR o o ORACLE cloud
@ :_l — VIICTOSOITT AZUTE
: st e s, 10 ok |
* Alerts generated by e.g. asserts and fault handlers
* Co
—less than 5 KB neede

for350 ms trace, during a busy period, with many details 8 OKT D&E

*C Post-Mortem Debug: Yata can survive a crash — uploaded after restart vanpervaik vore. - @VE@ME
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Remote Device Monitoring - 2 indes
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loT Product Company loT Product Fleet

Tracealyzer/DFM

<

Trace @ «— Trace

Customer Cloud Account

Alert Signature

loT Device with

List of Alerts Percepio Cloud Account DFM firmware agent

I ENEDNSOEBNENSRE OB 00O/

I Analyze the issue Percepio DFM

o . . 4
Classification Engine aWS K
o000 . %
Notification e
« New/Important Issue? L
Developers / QA //’
\ _-7

- ——— -

Over-The-Air Update

8 OKT — D&E
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