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IoT Security - Legal

Europe (GDPR) , 

– In effect with fines of €20M or 4% global

The Netherlands (AVG)

UK Government (DCMS) 

- Legislated enforcement within 3 years with GDPR type fines

- Published Code of Practice for Consumer IoT Security 

- 13 Codes of Practice

ETSI 

– Reiterating UK DCMS guidelines

EU (ENISA)

– >150 baseline recommendations



Best Practices guides

IoT Security Foundation www.iotsecurityfoundation.org
– Initially UK-centric, now the global forum for IoT Security 

https://www.iotsecurityfoundation.org/best-practice-guidelines/

https://www.iotsecurityfoundation.org/best-practice-guidelines/


IoT Security by design
It all starts with the requirements !

1) No default passwords
2) Implement a vulnerability disclosure policy 
3) Keep software updated
4) Securely store credentials and security-sensitive data 
5) Communicate securely
6) Minimise exposed attack surfaces
7) Ensure software integrity
8) Ensure that personal data is protected
9) Make systems resilient to outages
10)Monitor system telemetry data 
11)Make it easy for consumers to delete personal data 
12)Make installation and maintenance of devices easy 
13)Validate input data 

The right tools simplify
Secure by Design

1) No default passwords✓
2) Implement a vulnerability disclosure policy 
3) Keep software updated ✓
4) Securely store credentials and security-sensitive data ✓
5) Communicate securely ✓
6) Minimise exposed attack surfaces✓
7) Ensure software integrity ✓
8) Ensure that personal data is protected ✓
9) Make systems resilient to outages ✓
10)Monitor system telemetry data 
11)Make it easy for consumers to delete personal data ✓
12)Make installation and maintenance of devices easy ✓
13)Validate input data ✓

14) Keep verifying for vulnerabilities



IoT Security by design



Security in the design-flow

Ideally it should be possible for one person to cover the whole process



Secure bootloader
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ROM

Appr. 2.5 kBytes

RAM

Appr. 60 bytes

To get messages a from an MQTT broker a subscriber establishes a connection to the 
broker. The broker checks if a publisher has sent a message for the subscribed topic 
and if so, sends it to the subscriber. The advantage of this approach is that publisher 
and subscriber do not need to know each other and that they do not need to run at 
the same time. All they need to know is the IP address of the broker.



• Highly efficient compression
• (very) Small decompressor ROM footprint
• Fixed decompressor RAM use, chosen when compressing
• Wide range of codecs to choose from
• Automatic selection of best codec for each file

IMAGE

IMAGE

IMAGE

IMAGE

Configuration bitstreams to program FPGA and CPLD devices.
Permanent files for embedded web server static content.
Upgrading firmware using a compressed image.
Storing user interface messages for multiple languages.

Low bandwith, small memory
- Embedded “unzip”



Real-Time (streaming) Trace

SWD / ETM USB / TCP-IP



Instruction Trace Printf / 
Application logging



Instruction Trace Event Trace Application Logging

Producer Processor core Software (API or Kernel) Software (application)

Abstraction Level Low Medium High

Overhead None Some More

System Requirements High Low Low

Flexibility Low High High

Bringing Trace to another level :
Event Trace



Example : FreeRTOS implementation

RAM ring buffer



Example : FreeRTOS implementation

Embedded
Application

Kernel

Streaming Trace
Recorder

Target Processor

Tracealyzer

Host PC

trace1.
psf

Interface



Event Visualization - 1

What can be studied? Some examples:

- Multi-threading and timing
- Context switches, internal kernel events

- Execution time, response time, periodicity…

- API calls (OS, Middleware stacks, Drivers…)
- Call sequences and timing

- Parameters and return values

- Blocking and timeouts

- Object dependencies

- Application logging
- Debug messages, variable values…

- Time between important events

- State changes over time



CPU Usage
• CPU Load Graph

• Actor Statistics Report

• Actor Instance Graphs

• Interval Coverage Graph

Memory Usage
• Stack Usage
• Memory Heap Utilization

RTOS Analytics
• Service Call Block Time

• Object Utilization

• Message Receive Time

• Priority Changes

• Event Intensity (three types)

Application Analytics
• Communication Flow

• State Machine Graph

• User Events Signal Plot

• I/O Intensity and I/O Plot

All views are interconnected in clever ways, so you can click on a data point in 
one view and see the corresponding location in another related view.

Event Visualization -2



Event Visualization



Remote “streaming” Trace

TCP-IP TCP-IP
internet



Remote Device Monitoring - 1

AWS SDK AWS IoT Core

• Alerts generated by e.g. asserts and fault handlers
• Compact trace format 

– less than 5 KB needed 
for350 ms trace, during a busy period, with many details

• Post-Mortem Debug:  Data can survive a crash – uploaded after restart



AWS IoT

Percepio DFM 
Classification Engine

AWS S3

Notification

Analyze the issue

Over-The-Air Update

IoT Product Company

Trace

Alert Signature

Tracealyzer/DFM

Percepio Cloud Account

Customer Cloud Account

List of Alerts

Trace

New/Important Issue?

Alert

IoT Device with
DFM firmware agent

IoT Product Fleet

Developers / QA

Remote Device Monitoring - 2
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