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IoT en Internet connected Devices

▪ Kleine sensors in grote aantallen 
▪ Goedkoop, laag stroomverbruik, beperkt geheugen

▪ Industriële robots en andere fout tolerante applicaties
▪ Non stop

Bedrijfslogo



Over-The-Air updates zijn (maar) een deel van 
de oplossing

▪ Wat is de lastigste probleemomschrijving ?

“Hij doet het niet …”   

▪ Als je een probleem kunt reproduceren is het zo goed als 
opgelost

▪ Root cause analysis  /   Post Mortem analysis Bedrijfslogo

“ eeeh…        …  Soms ... ”



Feedback loop
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Software Team

Device Metrics:
- Resource usage
- Counters
- Durations

Deployment/update

Debug data:
- Problem alerts
- Debug data
- RTOS event trace

Feedback loop

- Watchdog reset
- Memory errors
- I/O errors



Aandachtspunten

▪ Hoe ga ik om meer te veel alerts ?
▪ Meerdere devices in het veld die eenzelfde error geven

▪ Te veel irrelevante data in log

▪ Data security / privacy !

▪ Beperkte resources ?
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IoT Product Fleet

Developers / QA

Secure Remote Device 
Monitoring
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System Traces (Tracealyzer)Logs and Custom data

Crash Dumps

Download selected

High-level dashboard

Each alert can provide multiple types of diagnostics :

- System traces – Timeline of tasks, API calls, etc.

- Crash dumps – Registers, stack trace, memory

- Device logs – Existing application logs?

- Other device data? Anything can be included



IoT 
Cloud

Classification 
Engine

Notification

Analyze the issue

Over-The-Air Update

IoT Product 
Company

Alert Signature

Analyze

Generic Cloud Account

Private Cloud Account

List of Alerts

Trace & debug 
data

New/Important Issue?

Alert

IoT Device with
agent

IoT Product Fleet

Developers / QA

Remote Device Monitoring
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Logs and Custom data

Crash Dumps

Trace & Analysis data

Register dump

Debug dump



Bedrijfslogo

Logs and Custom data

Crash Dumps

Trace data ..



Trace met beperkte resources ?

▪ Wireless Bandbreedte

▪ Geheugen

▪ Stroomverbruik
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Instruction Trace Printf / 
Application logging



Instruction Trace (RTOS) Event Trace Application Logging

Producer Processor core Software (API or Kernel) Software (application)

Abstraction Level Low Medium High

Overhead None Some More

System Requirements High Low Low

Flexibility Low High High

Trace on another level :
Event Trace



Typical example :   With just 5 KB of trace data, 350 ms trace
( during a busy period, with many details )
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What can be analyzed ?   - 1

Some examples:

- Multi-threading and timing
- Context switches, internal kernel events

- Execution time, response time, periodicity…

- API calls (OS, Middleware stacks, Drivers…)
- Call sequences and timing

- Parameters and return values

- Blocking and timeouts

- Object dependencies

- Application logging
- Debug messages, variable values…

- Time between important events

- State changes over time



CPU Usage
• CPU Load Graph

• Actor Statistics Report

• Actor Instance Graphs

• Interval Coverage Graph

Memory Usage
• Stack Usage
• Memory Heap Utilization

RTOS Analytics
• Service Call Block Time

• Object Utilization

• Message Receive Time

• Priority Changes

• Event Intensity (three types)

Application Analytics
• Communication Flow

• State Machine Graph

• User Events Signal Plot

• I/O Intensity and I/O Plot

All views are interconnected in clever ways, so you can click on a data point in 
one view and see the corresponding location in another related view.

What can be analyzed ?   - 2



Demonstratie

▪ IoT STM Discovery IoT node

▪ Wifi naar onze AWS cloud

▪ Introductie van run-time fouten
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www.indes.com             info@indes.com       gerard@indes.com

Cross Compilers, Debuggers, IDE
RTOS, Middleware, Protocol stacks, GUI, Database

Debug & Trace probes
Real-Time Trace, RTOS-Event Trace

Static Analysis, Timing Analysis, Stack Analysis
Unit Test, Code Coverage

System-level Test

Test-As-A-Service
Verification-As-a-Service

PoE conformance

Tessy
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