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Logic Solutions
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The Problem with Open Source

60% to 80% of an average app’s code base is comprised of
open source you didn’t write,

But you own managing the risks

2021 80%

2020 75%
2019 70%
2018 60%

2017 57%

2016 36%

2015 36%

Source: Synopsys OSSRA reports, 2015 through 2021 . s .
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Today’s reality: Attackers Target

Applications
How was the external attack carried out?
Software vulnerability exploit I 5%
Supply chain/third party breach I 33%
Web application exploit 32%
Phishing 31%
Social Engineering 30%
Use of weak or stolen credentials 29%
Strategic web compromise 27%
Malspam 26%
Abuse of administrator tools 26%
Exploitation of lost/stolen asset 24%
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Malicious Open Source Packages Are
Growing Fast

Jan

Apr
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Oct

Source: 2022 Mend Open Source Risk Report

2022 growth of malicious packages across npm and Rubygems
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ldentify and Fix OSS Vulnerabilities

« Manual research
* Build automation tools
* Apply security patches promptly

» Software composition analysis (SCA)
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Developers Shouldn’t become Security
Experts

« Growing friction - DevOps, security,
and developers are not on the same page

 Security by exception, not interruption

Releasing
q insecure
roducts
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Slowing
down
software
delivery
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4 Main Challenges Managing Open

Source Risks

Knowing which open
source components
you are using

Filtering and
prioritizing which
Issues need action
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Ensuring up-to-date
and accurate risk
info about open
source inventory

Choosing which
remediation
actions to take




Shift-left Principle

CD Pipeline

Ops

Browser
Integration
Cl Pipeline Repo & Registry
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The Mend Approach
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fix 89 issues
15 Issues remaining

Prioritize
eliminates 8 issues

on Vs
¢ “I\#
Legacy security tools Mend
Focus on detection Focus on remediation

X Tell developers about everything that’'s wrong v/ Alert developers to newly introduced vulns
X Make dev responsible for all remediation v/ Automate remediation — we do the research
X Make developers leave their native environment v Developers never leave their familiar tools
X Security backlog continues to grow )\ v/ MTTR reduced, backlog reduced D&E /5 LY
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MEND Application Security Platform

& Admin Console Home Dashboards Products Projocts Poiicies Alerts Reports Integrate

Home Set a5 Home Page

Organization Alerts Vulnerability Analysis ® Severity-based View © (Hectivuness-based View

Policy Libraries Security

Viclatiom New Varsions Mulbpie Version Multiple Ucerses Regmcted in Use Pecdibrary Alerts  Per-Volnerability Alerts
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Effective Usage Analysis

Vulnerability Analysis (O Severity-based View @ Effectiveness-based View

Reachability path analysis discovers Reporied Vulnerability (CRITICAL) Effective Vulnerability
which OSS vulnerabilities matter, and | | L
which can be ignored

z
v

50 —
;_‘. l

No more false positives g O gg
Library Statistics Analy
30 2 17 73% 25/30 5/30
Vulnerable Vulnerable & Outdated Outdated Analysis Coverage  Effective or Non-Analyzed Pgn Effective
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Automated Remediation

441 import javasal’; Import javasal.;

3 3
444 aRestControlier 444 aRestControlier
ass =g -, "Saist ass = ", “Saist

public class. 043063 extend: ¢ 447 public class 0n6a extends €
a8

private final LessonDataSource dataSource; private final LessonDataSource datasource;

451 public SlinjectionLessonba(LessonDataSource datasource) { 451 public SalinjectionLessonba(LessonDataSource dataSource)
as2 this.dataSource = dataSour 482 this.datasource = datasourt

., D
ase «ResponseBod, ase aResponseBody
as7 public AttackResult completed( = RequestParam String userid_6a) ( as7 public AttackResult ¢ ted( =RequestParam String userid_6a) (
ass roturn injectableQuery(userid_6a). ass retum injectableGuery(userid_6a);

7/ The answaer: Smith' union select userid,user_name, Password.cook, // The answer: Smith’ union select userid.user_name, password.cookie,
)

public ¢ 462 publc ¢
o String query = = pres String auery = = <
VUInerablllt a6a try (Connection connection = datasource getConnection() ( 464 try (Connection connection = dataSource.getConnection()) ( vulnerabllit
A" pr 'boolean usedunion  true: 53 aes ool e e A
p: F O A — e - w—
b TCheck  Union s used pr Thack i Union s used —
1 of 65 p-i1 " LT HNN ¢ - f CaccountName.matches( (WX 1 of 65

usedUnion = false: usedUnion = false:
) )

ResultSet CONCUR_READ_ONLY)) {

ResultSet CONCUR_READ_ONLY)) (
ResultSet resuits = statement executeQuery();

M ((rosults 1= null) &8 (results.first0))

Accept

Accent

I (Crosults 1= null) &8 (results.first())

‘StringButter output = new StringButfer();

Vulnerability

StringButter output = new StringButfer();

Suggested Fix
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Import java.sal"

444 @RestControlier

private final LessonDataSource dataSource:

451 public «
452 this.cataSource « dataSource;
)

55 - )
456 = RosponieBody

457 public AttackReswlt completed( 4 RequestParam String userid_6e) (
4se retum injectableGuery(userid

public
String query = =
try ()

tion connection = «
Boolesn weadunion =t
6 * “ErOM WHERE last_name =
o Thack ¥ Urvon s —
e # Caccountiiame. matches( (ROCT™/*)1" X\ HUNIONC*$3) (
aso ne:
470 )

a4 * ", "Saist
a4 E X
447 public class son6a oxtends «

// The answer: SIith’ Union select userid.user_name, password,cookie

an Y
ResuitSet CONCUR_READ_ONLY)) {
accountMame);

Statoment setString(),
ResultSet rowwits = statemant executaGuery (.

I ((rosults 1+ rul) & (resuits Arst()))

SUINGBUtTer utput * naw SUINGBUMer();

Accepted

#RestControlier

Import javasal.”;

- advanced-6a-1°, “Salst

public class [

Dprivate final LessonDatasource dataSource.

publc 6.
this.catasource = datasource:.

= RetporseBody
public AttackResult completed( s RequestParam String userid_6a)

rotum injectableQuery(userid_6a.
The answer: Mt LNION Select Userid.user_name, Dassword.cookle.

¢
String query *
try (Connection connection = datasource getConnection() {
boolan usedunion=trum:_ " -
query = * FROM isar,_data WHERE last_name = * + *7";
JChack i Urion is used
 (laccountiame.matches("(20C (/"0 1 H\\s JNIONC'$)Y) (
usedUnion = false:
)

ResultSet CONCUR_READ_ONLY)) {
RerultSet rewuits = satement executeQuery();

M ((rosuits b= nult) 8 (reaults. Arst0)) ¢

SrgBUTTer output + new StringBuffer),

Suggested Fix
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Merge Confidence

Version Age Tests Confidence

8.1.3 & age '18 days & passing '100%
814 & age 17 days & passing '98%

815 4 days | & passing '74%

& confidence "high

& confidence Thigh

& confidence low

& passing |8 & confidence "neutral
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Software Bill of Materials

Compliance

y Libraries
Requirements

Software
Components

Dependencies e ' Name

Open Source A , Author Name
Components

Version Supplier Name
String

Licences
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Adopting OSS Management: 5 Best
Practices

1. Preparation and planning to maximize visibility
2. Effective branch strategies

3. Don’t just shift left. Shift smart.

4. Policies for automated enforcement

5. Secure Software Supply Chain
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"With closed source software, you're trusting that
the company who wrote it isn't evil. With open
source software, you can see for yourself." -
Bruce Schneier - Cryptographer

Let’s make your open source security stronger and more resilient!
Gevorg Melikdjanjan — Logic Technology

g.melikdjanjan@Ilogic.nl
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Visit our MEND Application Security Demo

MEND | Logic Technology B V Gevorg Melikdjanjan 7 #*

Dashboards Products Projects Policies Integrate

Home > Products > WebGoat-Consolidated

WebGoat-Consolidated [roice | =

Product Alerts Vulnerability Analysis (@) Severity-based View () Effectiveness-based View
. . . . Reported Vulnerability (CRITICAL Effective Vulnerabilit,
Policy Libraries Security P v ) Y
10
Violations New Versions Multiple Versions Multiple Licenses Rejected In Use Per-Library Alerts @ Per-Vulnerability Alerts @

3

26 17 0 16 0 L3082 ' ™
Severity Total Libraries Severity Total Libraries 3
Critical 0 . . .

Critical

E f High m High m Low o O % 0
B Medium Medium Library Statistics Analysis Statistics
Low 0 Low 2 30 2 17 73% 25/30 51/30
Vulnerable Vulnerable & Outdated Outdated Analysis Coverage  Effective or Non-Analyzed  Non Effective
— —— -

Project Summary (1) Libraries (149) View In Inventory Report Actions  Export License Analysis
4 Project Libraries Filter By Library v Value M Public Domain
WehGoat-Consolidated 143 BSD 2

] Library Licenses Occurrences o

O antle2jar Apache 2.0 1- WebGoat-Consolidated

[J  cglib-nodep-2.2jar Apache 2.0 1 - WebGoat-Consolidated

[J  xmbresolver-1.2 jar Apache 2.0 1- WebGoat-Consolidated Requires Review

—

(O  Fastinfoser-1.2.13jar Apache 2.0 1- WebGoat-Consolidated

O antlauncher-1.6.2 jar Apache 2.0 1- WebGoat-Consolidated

[0 guava-18.0jar Apache 2.0 1 - WebGoat-Consolidated

[0  jcommander-1.35jar Apache 2.0 1 - WebGoat-Consolidated

[0  commonslang3-3.4jar Apache 2.0 1- WebGoat-Consolidated -

4 4 11000f145 » M Total License Types: 16
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