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The Number of New Vulnerabilities Continues to Grow

Source: Vulnerability Intelligence Report, Tenable Research

Source: Vulnerability Intelligence Report, Tenable Research







Source 2019 SANS Vulnerability Management Survey Report



Vulnerability Priority Rating

7

7
Threat Intelligence
Insight into which vulnerabilities are actively 
being exploited by both targeted and 
opportunistic threat actors.

Vulnerability Rating
The criticality, ease of exploit and attack vectors 
associated with the flaw.

Research Insights
Data science based analysis of over 109,000 
vulnerabilities to differentiate between the real 
and theoretical risks vulnerabilities pose 97%

Reduction in vulnerabilities
to be remediated with the same 

impact to the attack surface

PREDICTIVE
PRIORTIZATION



150 different aspects in 7 groupings

• Past threat pattern 

• CVSS

• NVD

• Past hostility

Over 109,000 vulnerabilities tracked

Forecasts probability of exploit in near term future

8

A Data Science Approach: Understanding the Model

• Vulnerable software

• Exploit code

• Past threat source



Dynamic Scoring Reflects Threat Environment

Vulnerability in Oracle Access Manager Component of Oracle Fusion Middleware
Vulnerability in Oracle Access Manager Component of Oracle Fusion Middleware

CVE-2019-7609

On October 21, an exploit script was published to 
GitHub for a patched vulnerability in Kibana, the open-
source data visualization plugin for Elasticsearch. 
Elasticsearch and Kibana are part of the popular Elastic 
Stack (also known as ELK Stack), a series of open-source 
applications used for centralized log management.

Example VPR

https://github.com/LandGrey/CVE-2019-7609/
https://www.elastic.co/products/elastic-stack


• https://www.sans.org/reading-room/whitepapers/projectmanagement/building-

vulnerability-management-program-project-management-approach-35932

• https://static.tenable.com/marketing/whitepapers/Whitepaper-

2019_SANS_Vulnerability_Management_Survey.pdf

• https://www.hackmageddon.com/category/security/cyber-attacks-statistics/

Waar begin ik

https://www.sans.org/reading-room/whitepapers/projectmanagement/building-vulnerability-management-program-project-management-approach-35932
https://static.tenable.com/marketing/whitepapers/Whitepaper-2019_SANS_Vulnerability_Management_Survey.pdf
https://www.hackmageddon.com/category/security/cyber-attacks-statistics/


Source: SANS



Welke Resources naast SANS kan ik nog
meer gebruiken











Uit welke componenten bestaat een
“VM” architectuur uit in een IT / OT 
Landscap



Architectuur in Security Landschap
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Tenable.ot Solutions Architecture
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Voorbeeld Dashboards



IT vs OT risks
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