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Strategy

• Business drivers & goals
• Business opportunities and threats
• Initiate security program 
• Budget, roles, responsibilities



Business drivers & goals

New business models

Flexibility EfficiencySpeed Quality

Security



Business opportunities and threats 

• Digitalization
• Process optimization
• Predictive maintenance
• Customer intimacy
• Digital Twins
• Industrial IoT
• …

• Airgap > Connectivity

INVEST

INSURE



Initiate security program 

• Usually focused on Information Security.
• Managed by consultancy company.
• Production facilities as “black box”. 
• IT-OT convergence drives OT Security. 





Indentify

• Assess actual risk level
• Connected Assets & Software
• Architecture
• Implementation plan & change management



Assess actual risk level

• Use IEC62443 instead of ISO27001
• By OT specialist
• Processes, people & technology
• Define action list priorities



Connected Assets & Software

• OT focus on mechanical assets, not on connected assets
• Connectivity on several media & protocols
• Extreme lifecycle for hardware
• Backdoors common practice



Connected Assets & Software

• Limited toolbased options available
• Mostly vendor specific
• Dedicated network monitoring tools available



Claroty passive scan – asset list



Claroty network view



Claroty device information



Claroty OT audit report





Protect

• Training & awareness 
• Authorization & access control 
• Ringfencing, Defense in Depth
• Security Cells (firewalls) 
• Patching & AntiVirus

Unsecure > secure

Untrusted > trusted

Unprotected > Protected



Functional levels

Physical production

Sensors & Actors

Monitoring, Control & Supervision

Operations Management & Industrial infrastructure

Business Planning & Logistics

Enterprise infrastructure

Workstations

Internet

0

1

2

3

4

4

OT

IT

ITIL,
Network 

monitoring

Blackbox

Remote partner



Security Cells
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Detect

• Continous Network monitoring
• Anomaly Detection



Anomaly detection

• Available for both IT and OT
• Passive listening to network traffic
• Understands OT protocols
• Detects deviations from baseline
• Builds threat level overview of the company



Claroty anomaly detection alert



Claroty risk insights



Claroty potential attack chain



IT – OT convergence
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IT – OT integration

Network 
InfrastructureFirewalls

SIEMCMDB

Network Access
Control

Switches

OT infrastructure





Summary

• OT security is an enabler for Digitalization
• Use NCSC model as approach
• Refer to IEC62443 for OT security
• Request OT specialist for assessment
• Adopt Anomaly Detection for IT-OT convergence



Thank you

Ruud Welschen
Product Manager
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Ruud.Welschen@siemens.com
06-55844911
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06-83572745

Digitalization and cybersecurity go hand in hand: http://siemens.com/industrialsecurityservices

Download from the site: E-book Primer for Cybersecurity in Industrial Automation
The International Society of Automation (ISA) and Siemens team up to bring you an in-depth e-book as a guide to facilitate the access to the standard 
IEC 62443 – including main concepts and basic principles to design and deploy security concepts for industrial plants.

http://siemens.com/industrialsecurityservices
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