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IEC 62443 Security Levels
Asset Owner, System Integrator, and Product Supplier

What are the different protection levels?

To achieve optimum level of security i.e. SL-T (Target Security Level) and meet the security requirements, the SRs (Security 
Requirements) and REs (Requirement Enhancements) are deployed depending on the protection required against the specific threats.
The IEC 62443 protection levels are mentioned below.   

SL 0: No specific requirements or security protection necessary No specific security controls required 

SL 1: Protection against casual or coincidental violation Security controls against basic threats 

SL 2:
Protection against intentional violation using simple means with low 

resources, generic skills and low motivation
Security controls against moderate threats 

SL 3:
Protection against intentional violation using sophisticated means with 

moderate resources, IACS specific skills and moderate motivation
Security controls against sophisticated threats 

SL 4:
Protection against intentional violation using sophisticated means with 

extended resources, IACS specific skills and high motivation
Security controls against highly advanced threats 

Protection Levels SRs + REs

IEC 62443-3-3
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IEC 62443 Foundational Requirements
Asset Owner, System Integrator, and Product Supplier

What are Foundational Requirements (FRs)?

Foundational Requirements (FRs)

FR1 – Identification and authentication control (IAC),

FR2 – Use control (UC),

FR3 – System integrity (SI),

FR4 – Data confidentiality (DC),

FR5 – Restricted data flow (RDF),

FR6 – Timely response to events (TRE), and

FR7 – Resource availability (RA).

As defined in IEC 62443‐1‐1 there are a total of seven FRs:

IEC 62443-1-1

Example high-level operational controls mapping to FRs

FR1 – Passwords and user authentication

FR2 – User roles and authorization enforcement (RBAC)

FR3 – Session handling, mechanism to recognize change

FR4 – Encryption

FR5 – Network segmentation 

FR6 – Logging and monitoring

FR7 – System backup and recovery

IEC 62443 expands the seven FRs defined in IEC 62443‐1‐1 into a series of SRs. Each SR has a baseline requirement and zero 

or more Requirement Enhancements (REs) to strengthen security.

Fortinet Security  
Solutions support 
Asset Owners to 

achieve these 
requirements.
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1
2
3
4
5
6
7

FortiGate, FortiWiFi/FortiAP, FortiNAC

FortiAuthenticator, FortiToken, FortiClient, FortiEDR, 

FortiAnalyzer, FortiManager, FortiSIEM

FortiGate, FortiWiFi/FortiAP, FortiNAC, FortiAuthenticator, 

FortiToken, FortiClient, FortiEDR, FortiAnalyzer, 

FortiManager, FortiSandbox, FortiSIEM

FortiGate, FortiWiFi/FortiAP, FortiAuthenticator, FortiToken, 

FortiClient, FortiEDR, FortiAnalyzer, FortiManager, 

FortiSandbox, FortiSIEM, FortiTester, FortiResponder

FortiGate, FortiSwitch, FortiAP, FortiEDR

FortiGate, FortiSwitch, FortiNAC, FortiClient, FortiEDR, 

FortiAnalyzer

FortiGate, FortiClient, FortiEDR, FortiAnalyzer, FortiSIEM, 

FortiManager

FortiGate, FortiClient, FortiEDR, FortiAnalyzer, 

FortiManager, Fabric-Ready Partner Solutions
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• A Zone is a logical or physical area where assets of the same criticality are grouped together

• A zone could be a defined as a single process area, safety critical systems, or systems critical to 
operations.

• Assets can also include data and intellectual property

• Impact assessments may help identify zones

• IEC62443-3-3 defines Security Levels (SL) that are to be assigned for a given zone

• A conduit is a communication link between two or more zones

• A conduit is most frequently an ethernet communications link

• But discrete conduits must also be accounted for – e.g USB sticks

• Conduits must be subject to security policy enforcement

Zones and Conduits – East/West Segmentation

• IEC 62443 introduces the 
concept of Zones and Conduits, 
and this is pivotal to it’s core 
principles. 
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IEC/ISA 62443-3-3

SL1 SL2 SL3 SL4
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IEC/ISA 62443-3-3
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IEC/ISA 62443-3-3

SL1 SL2 SL3 SL4
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Network segmentation improvement
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Firewall Integration Video Attacker

© 2022 Nozomi Networks Inc.  
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Network segmentation improvement
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Network segmentation improvement
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Firewall Integration Video: Engineering Workstation Compromised

16
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FortiGuard Industrial Services for ICS and OT
2100+ Application Control Selectors giving visibility and control over OT & ICS protocols.

Application Control, Deep Packet Inspection (DPI), and Intrusion Prevention System (IPS) Signatures for ICS Protocols and Applications Context 

Logging to Syslog, FortiAnalyzer, FortiSIEM, and more

• Application Control intelligence 

provided through the FortiGuard 

Industrial Security Service.

• FortiGuard Labs, our industry-

leading vulnerability research 

organization delivers broad 

industrial application intelligence 

offering World Class ICS 

communications granularity at 

the policy level.
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• DNP3

• DNP3_Abort.File

• DNP3_Activate.Config

• DNP3_Assign.Class

• DNP3_Authenticate.File

• DNP3_Authentication.Error

• DNP3_Authentication.Request

• DNP3_Close.File

• DNP3_Cold.Restart

• DNP3_Confirm

• DNP3_Delay.Measurement

• DNP3_Delete.File

• DNP3_Direct.Operate

• DNP3_Direct.Operate.Without.Ack

• DNP3_Disable.Spontaneous.

Messages

• DNP3_Enable.Spontaneous.

Messages

• DNP3_Freeze.And.Clear

• DNP3_Freeze.And.Clear.Without.

Ack

• DNP3_Freeze.With.Time

• DNP3_Freeze.With.Time.Without.

Ack

• DNP3_Get.File.Info

• DNP3_Immediate.Freeze

• DNP3_Immediate.Freeze.Without.

Ack

• DNP3_Initialize.Application

• DNP3_Initialize.Data

• DNP3_Open.File

• DNP3_Operate

• DNP3_Read

• DNP3_Record.Current.Time

• DNP3_Response

• DNP3_Save.Configuration

• DNP3_Select

• DNP3_Start.Application

• DNP3_Stop.Application

• DNP3_Unsolicited.Message

• DNP3_Warm.Restart

• DNP3_Write

2,100+ Granular OT/ICSApplication Controls (DNP3 Example)

Application Control for Industrial Control Systems 



19© Fortinet Inc. All Rights Reserved.

IPS & Application Control Signatures for ICS/OT Protocols

FortiGuard Industrial Security Service

FortiGuard Industrial Security Service provides broader coverage for Industrial Control System and Operational Technology applications and protocols through 
Application Control (AppCtrl) and IPS signatures. For up to date list of supported signatures, please visit fortiguard.com.

Entire list: https://www.fortiguard.com/appcontrol?category=Industrial Submit new (signature) request: https://www.fortiguard.com/learnmore#is

Allen-Bradley DF-1 → Ether-S-Bus → MMS → Profinet IO →

Allen-Bradley PCCC → Ether-S-I/O → Modbus TCP/IP ⇶ Rockwell FactoryTalk View SE

Beckhoff AMS → EtherCAT → Moxa Modbus RTU → Rockwell FactoryTalk ViewPoint

BSAP Ethernet POWERLINK Moxa UDP Device Discovery Schneider UMAS →

BACnet → EtherNet/IP-CIP → MTConnect SECS-II/GEM →

CC-Link → FactorySuite NMXSVC Niagara Fox Siemens OCG ATCS →

CN/IP CEA-852 → FL-NET → oBIX Siemens LOGO →

CoAP → GE EGD OCPP → Siemens S7 →

DDSI-RTPS GE SRTP → Omron FINS → Siemens S7 1200 →

Digi ADDP → Hart IP → OPC AE → Siemens S7 Plus →

Digi RealPort (Net C/X) IEC 60870-5-104 ⇶ OPC Common → Siemens SIMATIC CAMP →

Digi RealPort (Net C/X) DNP3 ⇶ IEC 60870-6 (ICCP/TASE.2) → OPC DA → STANAG 4406 Military Messaging

Direct Message Profile → IEC 61850 → OPC DA Automation STANAG 5066

DLMS/COSEM(IEC62056) → IEC 61850-90-5 R-GOOSE OPC HDA → Triconex TSAA →

DNP3 → IEC 61850-90-5 R-SV OPC HDA Automation → TriStation →

ECHONET Lite → IEEE 1278.2 DIS → OPC UA → Veeder-Root ATG

ECOM100 IEEE C37.118 Synchrophasor → OpenADR → Vnet/IP

ELCOM 90 → KNXnet/IP (EIBnet/IP) → OSIsoft Asset Framework WITS0

Emerson DeltaV LonTalk IEC14908-1 CNP → OSISoft PI

Emerson ROC Mitsubishi MELSEC → Profinet CBA →

Recent additions/ updates → message layer policy      ⇶ message and parameter policy (FortiOS v6.4 and above)

SEP 2023

https://www.fortiguard.com/appcontrol?category=Industrial
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Q&A



ISA/IEC 62443: 
How to gain insight in your 
assets and how to protect 
them 

Jeffrey Noya - Regional Systems Engineer

NNCE, NNAT, NSE4, NSE5, NSE7 OT & EFW certified

Arjan Aelmans - OT Specialist Systems Engineer

NSE7 OT & ATP, ISA/IEC 62443 Expert certified



|  All rights reserved.  | www.nozominetworks.com

Session 1:

Optimizing Segmentation with ISA/IEC 62443

Q&A

BREAK 

Session 2:

Network and asset based attack perspective

Q&A

Agenda



|  All rights reserved.  | www.nozominetworks.com

62443-3-2: Primary steps required to establish zones and 
conduits, as well as to assess risk – part 1
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62443-3-2: Primary steps required to establish zones and 
conduits, as well as to assess risk – part 2
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Nozomi Networks + Fortinet Architecture - IEC 62443 
Compliant

© 2023 Nozomi Networks Inc.  26

Level 4
Site IT Networks

Level 2 
Area Supervisory 

Control

Level 1 
Control Network
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Asset Inventory

Passive Network Monitoring 
(Deep Packet Inspection)

Switch 

Infrastructure, CCTV 

etc.

Controller

Windows/Linux/MacOs

Port Mirror

SPAN, TAP 

RSPAN, ERSPAN

Monitors network traffic

Vulnerability Matching

CVE Numbering Authority

Make, model, OS/firmware, 
serial no. etc.

Windows/Linux/MacOs

Controller Switch 

Infrastructure, CCTV 

etc.

Active Querying
(Nozomi Smart Polling)

Queries assets using native protocols

Windows/Linux/MacOs

Host Based Monitoring
(Nozomi Arc Sensor)

Detailed host information
Sigma Rules (indication of Compromise)

USB Detection
Deep Packet Inspection 
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Security and Operational Capabilities

T
h
re

a
t 
In

te
lli

g
e
n
c
e

F
e
e
d

Vulnerabilities Signatures

Hard Coded Logic
(Suspicious actions)

Labs

Known Threat Detection

Baseline

Deviations from 

Baseline

Alert

Protect Mode

Learning Mode

Anomaly-Based Intrusion Detection
(Zero Days)

Asset Intelligence

Feed

Device Profiles

End of Sale

End of Support

Communication Issues

Failed Devices

Virtual segmentation (IEC62443)

Operational Insights
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Advanced Deception and Honeypot
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Deceive Expose

- Alerting send to SIEM, SOAR, Firewall

- Auto-Quarantaine

Eliminate

- Decoy OT Controllers and PLC’s

- Feedback access attempts

- Learn about your attacker

- Increase cost of attacker

- Cut down breach detection time
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Identifying the assets
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Vulnerability assements (multiple assets)
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Mapping and visualizing your network
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Segmentation
See who is communicating with who even within the same Layer 2 segment

- Identify Source Ports

- Identify Destination Ports

- Identify Bandwidth requirements

- Use data from Nozomi Networks Sensors to better implement 
segmentation on a FortiGate Firewall
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Know what changes on your network
Timemachine allows you to compare snapshots of the network with eachother to track changes.
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Compliancy reporting

© 2022 Nozomi Networks Inc.  35

• Nozomi provides a robust 
reporting engine with a number 
of default report templates that 
can provide a starting point for 
customization.

• Prebuild reports such as:

o IEC 62443 2-1

o IEC 62443 3-3
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▪ Lure attackers to decoys that 

appear indistinguishable from 

real IT and OT assets and are 

highly interactive

▪ Centrally manage and automate 

the deployment of decoy VMs 

(Windows, Linux, ICS/SCADA) 

and generation of lures (data, 

application /services*)

Deception: LifeCycle
Deceive

FortiGate

FortiDeceptor

Campus

Protected Endpoints

FortiAnalyzer

FortiGate

FortiGate

FortiSIEM PLC Valve FanHMIFortiGate

Email, Web, File Servers

IoT/Linux devices

FortiNAC

Data Center

FortiSOAR

SCADA

OT Lures: MODBUS, S7-200, IPMI, Bacnet, Triconex, Guardian-AST, IEC104, ENIP

IoT Lures: Medical PACS, DICOM, infusion pump, ERP, POS, GIT 

IT Lures: SSL VPN, RDP, SMB, SQL, SSH, SAMBA, etc
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▪ Acts as an early warning system 

that generates alerts for review 

and validation

▪ Consolidate detection and 

correlation of external and 

internal actor activities into a 

single pane view of threat 

campaign 

Deception: LifeCycle
Deceive > Expose

FortiGate

FortiDeceptor

Campus

Protected Endpoints

FortiAnalyzer

FortiGate

FortiGate

Alert

Alert

A
le

rt
 

Alert Logs

A
le

rt
 L

o
g

s

FortiSIEM PLC Valve FanHMIFortiGate

Email, Web, File Servers

SCADA

IoT/Linux devices

FortiNAC

Data Center

FortiSOAR
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▪ Manual/Automatic severity-based 

blocking of attackers before any 

real damage occurs

▪ Fabric integration

▪ FortiGate: Quarantine IP address

▪ FortiNAC: Isolate devices

▪ FortiSOAR: Trigger playbooks

▪ FortiSIEM: Visibility and threat hunting

▪ 3rd Party: Fabric Connector

Deception: LifeCycle
Deceive > Expose > Eliminate

FortiGate

FortiDeceptor

Campus

Protected Endpoints

FortiAnalyzer

FortiGate

FortiGate

Email, Web, File Servers

Alert

Alert

A
le

rt
 

Alert Logs

A
le

rt
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o
g

s

FortiSIEM

T
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t 
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PLC Valve FanHMI

IoT/Linux devices

FortiGate

FortiNAC

Data Center

FortiSOAR

SCADA
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Demo’s

© 2022 Nozomi Networks Inc.  39

• Honeypot Deception Detection Only

• IDS Detection Only

• Detection by IDS and Deception technology combined
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Deception Detection only

© 2022 Nozomi Networks Inc.  40
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IDS Detection only

© 2022 Nozomi Networks Inc.  41
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Detection by IDS and Deception combined

© 2022 Nozomi Networks Inc.  42
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Q&A

© 2022 Nozomi Networks Inc.  43
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Contact details
▪ Jeffrey Noya | Regional Systems Engineer Nozomi Networks | 

jeffrey.noya@nozominetworks.com 

▪ Celine van der Winkel | Regional Sales Director Nozomi Networks | 
celine.vanderwinkel@nozominetworks.com 

▪ Arjan Aelmans | SSE OT Fortinet | aaelmans@fortinet.com 

▪ Jasper Wubben | BDM Fortinet | jwubben@fortinet.com 

mailto:jeffrey.noya@nozominetworks.com
mailto:celine.vanderwinkel@nozominetworks.com
mailto:aaelmans@fortinet.com
mailto:jwubben@fortinet.com
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