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Background

Electrical engineering, computer science with specialism on control &
instrumentation. Always had a passion for cybersecurity.

Cybersecurity
Since 2009 started with the protection of control systems of critical infrastructures.

OT Security Officer @ RWE Generation
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From our corporate presentation

For more than 120 years, RWE has been passionate about
generating electricity. Now, RWE is shaping the new energy era.
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Industrial process automation environments

not secure-by-design large impact when down
always available

difficult to patch
legacy systems

real-time
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IT - OT convergence
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IT - OT convergence
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IT - OT convergence

Internet facing services Physical access
Active users on internet Remote connections
Office automation services Software updates
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IT - OT risks
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IT - OT risks

Attack Vectors
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Digital transformation

IT
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Digital transformation
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IT - OT interface

e Industrial Cyber Security
10 oktober 2023 | Congrescentrum 1931, den Bosch




IT - OT interface
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Example: Break tank to protect the water supply
Water supply

Overflow

Hardware configuration
ensures no backflow

Preventing pollution from
underlying systems

o Outlet
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Data diodes not often used within the industry
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Data diode: The modern air gap

Central Infrastructure Industrial Infrastructure

Data Diode
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Data diode: Unidirectional channel (1/2)

Central Infrastructure Industrial Infrastructure

Data Diode

LV
< e——

RX TX

What happens with the network?
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Data diode: Unidirectional channel (2/2)

Central Infrastructure Industrial Infrastructure

Data Diode
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RX TX
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Data diode: Proxies

Central Infrastructure Industrial Infrastructure

Data Diode

Y | Proxies can communicate

\ with connected networks \

AND send data over the
unidirectional channel
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Data diode: Example SFTP server (1/2)

Central Infrastructure Industrial Infrastructure

! - TCP/IP

SFTP Client
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Data diode: Example SFTP server (1/2)

Central Infrastructure

Industrial Infrastructure

Data Diode
TCP/IP SFTP

server ' |

~—

1

SFTP TCP/IP

client

RX TX
SFTP Server
Proxies implement the -
protocol and need to ensure \
that data is available at the
other side
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Data diode: Example OPC

Central Infrastructure Industrial Infrastructure

Data Diode

Q\

OPC
server

~—

TCP/IP OPC TCP/IP

client

RX TX
OPC Server
Proxies implement the -
protocol and need to ensure \
that data is available at the
other side

@ . .
t ¢ Industrial Cyber Security
10 oktober 2023 | Congrescentrum 1931, den Bosch




Data diode: Example Syslog (UDP/TCP)

Central Infrastructure

Industrial Infrastructure

Data Diode

Q\

Syslog | UDP/IP

client

Syslog
server

T~

UDP/IP

RX TX

Syslog server Syslog client
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Data diode for getting data: Ensures no attack vectors back

Central Infrastructure

Data Diode

SFTP
server

TCP/IP

Industrial Infrastructure
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No physical path exist to
attack industrial
infrastructure!
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Data diode: Common applications

Central Infrastructure Industrial Infrastructure
Data Diode
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Data diode: Example automatic updates (1/4)

—_— upgrades and patches

— \
E— ..

)

Central Infrastructure
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Data diode: Example automatic updates (2/4)

Data Diode

Data Diode

SFTP
server

SFTP Client

Central Infrastructure

client

You need to control the data with
a data agent, sandbox, manual
intervention, file integrity
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Data diode: Example automatic updates (3/4)

Note: All files can contain
malicious vectors!

Data Diode Network isolated Data Diode

SFTP S SFTP
server @ ient server
N\~
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SFTP
client
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SFTP Server
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Malicious data '

Central Infrastruct can be send Additional measures
sntralintrastraeture required to protect

against malicious files

Industrial Infrastructure
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Data diode: Example automatic updates (4/4)

Note: All files can contain
malicious vectors!

Network isolated

Data Diode Data Diode

SFTP SFTP SFTP h spp
! server client server @ lient
SFTP Client T RX SFTP Server
Central Infrastructure Industrial Infrastructure
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Summary

P—

1 o Industrial Cyber Security

1. Data diodes ensure no
backward attacks possible

\

2. Data diodes isolate networks:
modern air gap

/ \

3. Reversed direction require
control of data possible with two
data diodes (residue risk)

|| /

4. Data diodes increase protection
to industrial networks significantly

I /

5. Do not combine IT-OT and
segregate. Respect OT and create
secure-by-design IT-OT interfaces.
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Contact

= RWE Generation
= Maurice Snoeren (OT Security Officer NL)

= Maurice.Snoeren@RWE.com
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