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What is happening today in the 
industrial world?

▪ The survey had over 480 
responses.

▪ 12.5% of respondents confident 
they had not experienced a 
compromise in the past year

▪ 48% of survey participants not 
knowing whether they suffered an 
incident



Are the industrial companies in the 
world secured?

▪ Yet only high-profile incidents such as Colonial attack make headlines.

▪ Asset inventories 
continue to challenge 
most organizations.

▪ Biggest challenge: 

59.4%  Technical 
integration of legacy and 

aging OT technology 
with modern IT systems

▪ Almost all respondents 
indicated having at 
least one incident in 
the last year

▪ 90% of the incidents 
had some level of 
impact on the Process.



What is the difference with IT world?



Some of the challenges in securing 
OT world. Techniques we can use.

▪ Lack of available ports that could be used in mirroring mode 



Some of the challenges in securing 
OT world. Techniques we can use.

▪ Legacy equipment is always a challenge to manage and secure



Some of the challenges in securing 
OT world. Techniques we can use.

▪ Adding a HW probe in the network incurs adding more risk 



Some of the challenges in securing 
OT world. Techniques we can use.

▪ Multiple TOOLS need the same traffic for security and monitoring analysis



Some of the challenges in securing 
OT world. Techniques we can use.

▪ Need to filter which traffic is sent to what security tool 



Some of the challenges in securing 
OT world. Techniques we can use.

▪ Maintenance windows are always hard to plan



Some of the challenges in securing 
OT world. Techniques we can use.
▪ Industrial networks are often subjected to extreme temperatures and humidity



Some of the challenges in securing 
OT world. Techniques we can use.

▪ Secure a network where the rack space is very limited



Visibility from OT design is they key 
to overcome many challenges



Why Keysight?
▪ What drives our customers to trust and work with Keysight for OT visibility 
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