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No technology
without a plan
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OT security Journey

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
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Beleid en organisatie

* Top down aanpak
e OT security programma manager
* Bepaal risico bereidheid

* Bekijk organisatie en technologie
* Betrek de productie sites
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De mate van risico bereidheid

- Hacker expertise
J Availability loss

Nation States Organized criminals Black Hat professionals Hacking groups Hacktivists

0 — 24 hours

1 -7 days

2 — 4 weeks

3 — 6 months

SL-A — Security Level Achieved
SL-T — Security Level Target
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OT security Journey

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5

Policies and
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IEC62443 Assessment

* Bepaal huidige risico’s
* Bepaal mate van volwassenheid
* Verkrijg inzicht in prioriteiten
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Digital trust center

- .
d Iglta I tru St Ministerie van Economische Zaken

en Klimaat

center.

Home Security Check Procesautomatisering

Hoe bescherm je de OT-omgeving van je bedrijf tegen cyberincidenten?

htinenad

Uw mening

Cyberweerbaarheid van de OT-omgeving

0T, ook wel bekend als de industriéle procesautomatisering van een bedrijf, is een aparte digitale omgeving. De beveiliging van de controlesystemen (ICS) vraagt om een andere aanpak dan bijvoorbeeld IT-omgevingen. Het IC5-veiligheidsbewustzijn en het

bijbehorende budget zijn vaak lager dan bij traditionele IT-omgevingen. Om de juiste digitale weerbaarheidsmaatregelen te kunnen treffen, is extra aandacht vereist, op zowel strategisch als tactisch en operationeel niveau. Graag helpen we je op weg met

een tool die inzicht verschaft in de betrouwbaarheid van je OT-omgeving.
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https://tools.digitaltrustcenter.nl/security-check-procesautomatisering/

OT security Journey

Phase 1

Policies and
Govemance
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Inventarisatie

* Voor onderhoud of security?

* Via het netwerk... voorzichtig, voorkom schade
* Penetration testing is geen inventarisatie

* Gebruik leverancier neutrale OT scan tools

* Actief of passief, krijg alle device informatie
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Inventarisatie scan

© configure

Host Discovery
Local Network Discovery

meter

Upload EDGE file

o Configure Upload

EDGE Scan file

Choose File

© select Output

Send to CTD Send to Cloud

Limit file size

understand and t greement

© select Output

T

Send to Cloud

P susmir

Save to file

VERIFY

NAME

DOWNLOAD LOG GET

DOWNLOAD REPORT

Asset Id
111
112
113
114
115

Site Id Name
1 PGPHARMAP4
1 Managed Switch
1 IM151-3PN
1 S7-1500
1 Rpi

Gancel || Download ‘

IP

192.

192

192.
192.
192.

Firmware Order Number

- 00330-80000-00000-AA572
.. V04.03.01 6GK5 206-2B500-2AC2
- 6ES7 151-3BA23-0ABO
V1.6.0 6ES7 511-1AK00-0ABO
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OT security Journey

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
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A Roadmap to success — the OT security Journey

Remote Industrial
Operations Services
Z
e OT Plan
|_
<
o
=
mm OT Workshop
Q)
L
2 OT Scan
<
=
OT Check Visibility, monitoring, protection
‘ & threat detection across OT
assets
‘ Implement the roadmap from
the Cyber Workshop
_ _ Cyber Security report
Start to investigate Initial OT asset & from DTC & Inventory
your current level network scan vulnerability insights
of OT security

SETTING A BASELINE OUTCOME IMPLEMENTATION

CYBER SECURITY JOURNEY

v
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OT security Journey

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
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De uitdaging binnen OT

* Binnen 24 uur rapporteren van incideMn W
* Aantonen weerbaarheid onder controlg g
» Vervangen legacy equipement is geen optie é* Y
* Ook na segmentatie blijft rest risico over :
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Inzicht in de “black box” van OT

[,

* Inzicht in afwijkingen op normaal gedrag “: T
* Functieblok verandering " '
* Virtual zone overschrijding .
* Andere devices met zelfde geaccepteerde protocégf- '
e Zelfde devices met ander geaccepteerd protocol
* Andere gebruiker, route, tijdstip of combinatie ‘* A
* Juist op kritische onderste lagen van OT \}

* Aansturing en beveiliging van fysieke systemen
* Eenvoudige ingang tot “alles” via industrie protocol
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Detect threats at an early stage to increase security
— with Industrial Anomaly Detection

and availability

Level 3
Operations

Level 2
Process
Network

Level 1
Control
Network
(e.g., PLCs)

Level O
Field Devices
(e.g., Sensors)
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Solution

Industrial Anomaly Detection provides transparency of
connected assets and data exchange as well as
enhanced security through continuous and proactive
identification of changes in the system.

Artificial intelligence allows a self-learning system
configuration: The software automatically analyzes the
data traffic in the network in a "learning phase" and
correlates the current traffic against that baseline to
detects anomalies — for example, intrusion of hackers or
data theft.

The 100% passive monitoring solution can be seamlessly
integrated into industrial networks and control systems.
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OT security Journey

Phase 1 Phase 2

Policies and
Governance
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Phase 3 Phase 4 Phase 5
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How can we support you?

Secure Reference Architecture

Generic network for OT

» Guidance document for IEC62443

* Applicable to all verticals

* For discrete manufacturing facilities
* For process plants

Guideline to be able to comply to
IEC 62443-3-3
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Mijn fabriek is niet met internet
verbonden...

uw mening over deze
“AIRGAP”

® echt veilig ® schijn veilig
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OT security Journey

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5
noCooons (2) (2)
: —— @) —0—B)——G)——
Policies and Network Access Remote
Governance Segmentation Control Access
NC i ——O0——>(———>(@) —(0)——
IEC62443 /| DTC Asset Logging and Backup & Managed S e
Assessment inventory scan Monitoring Restore Detection & Continuity Plan
= Response
: o =\ i\
| ) —0—E—0
Vulnerability Endpoint System .
: Management Protection Integrity Disaster
Recovery Plan
R F Phase 6: Continuous Improvement & Managed Security Services ----------------------------------------------------- :

Industrial Cyber Security

10 oktober 2023 | Congrescentrum 1931, den Bosch

CLA=2ROTY SIEMENS



Nu voorbereiden op ...

Technologische complexiteit & vergrijzing

Het samengaan van IT en OT

Voldoen aan OT Security wetgeving

Grip krijgen op de gehele OT infrastructure
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Bedankt voor uw aandacht

Uitnodiging: Digital Experience Center

OT Security onder de aandacht brengen van uw MT?

U bent van harte welkom!

Contact: Ruud.Welschen@Siemens.com
Contact: erwin.s@claroty.com
Follow: #OTSecurityJourney
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Main references for more information:
* Claroty Claroty.com
» Siemens Security portfolio siemens.com/industrialsecuritservices

*  Compendium Part F “Industrial Security support.industry.siemens.com/cs/nl/nl/view/109756871/en

Manual Security concept PCS 7 support.industry.siemens.com/cs/nl/nl/view/60119725/en
Digital Trust Center tools.digitaltrustcenter.nl/security-check-procesautomatisering
Industrial Vulnerability Manager demo.server-ivm.siemens.cloud

Central User Management (umc) support.industry.siemens.com/cs/ww/en/view/109780337
Product CERT siemens.com/cert

Discrete reference architecture support.industry.siemens.com/cs/us/en/view/109802750
Process reference architecture water.c2.dc.siemens.com/en



https://claroty.com/
https://new.siemens.com/global/en/products/services/digital-enterprise-services/industrial-security-services.html
https://support.industry.siemens.com/cs/nl/nl/view/109756871/en
https://support.industry.siemens.com/cs/nl/nl/view/60119725/en
https://tools.digitaltrustcenter.nl/security-check-procesautomatisering
http://demo.server-ivm.siemens.cloud/
https://support.industry.siemens.com/cs/ww/en/view/109780337
https://siemens.com/cert
https://support.industry.siemens.com/cs/us/en/view/109802750
https://www.water.c2.dc.siemens.com/en
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