A secure path to the Cloud

Hoe kan ik mijn diagnostische data op een veilige manier naar de CLOUD brengen

Wago Nederland B.V.
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CLOUD: Wat zijn de mogelijkheden?

Data availability
Accessible by every (mobile) device
Machine learning
Big data analysis
Remote access
Business Intelligence solutions

Artificial Intelligence

And much more...

e Industrial Cyber Security Mflﬂﬂ

10 oktober 2023 | Congrescentrum 1931, den Bosch -4




CLOUD: Wat zijn de mogelijkheden?
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Zijn er beschikbaar




CLOUD: Welke diensten zijn er beschikbaar
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Cloud Connectivity: Wat zijn de uitdagingen?

I'T OoT

(Information Technology) (Operation Technology)

Omgeving Dynamisch Deterministisch
Focus Data Proces

Prioriteit  CIA (confidentiality, integrity & availability) Process & AIC (availability, integrity &
confidentiality)

Netwerk bandbreedte Latentie

Veiligheid Cyber security Safety
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Cloud Connectivity: Wat zijn de uitdagingen?
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Cloud Connectivity: Wat zijn de uitdagingen?
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CLOUD Connectivity:
Hoe werkt het




Cloud Connectivity: Hoe werkt het?
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Cloud Connectivity: Hoe werkt het?

MQTT REST OPC UA

Closed Firewalls Yes Yes No
Low bandwith & Yes No Partial
Low latency
Ability to scale Yes No Partial
Standardized No No Yes
QoS Yes No Partial
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CLOUD security: Encryption

Security functionaliteiten

= Network layer
= VPN
= Firewall

= Transport layer
= TLS/SSL

= Application layer

= Username / Password
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CLOUD security:

User agreement




CLOUD security: user agreement

Cloud Service
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CLOUD security:

Password management




CLOUD SECURITY: Password management
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CLOUD security:

Avoid storing sensitive
iInformation in the cloud




CLOUD security: Avoid storing sensitive information in the cloud

Important

= Use different (cloud) databases for example financial data
= Remove unused personal data directly

= Avoid storing passwords
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Conclusie

Diederick Nab
Projectmanager
industrial automation

Tel.  +31(0)55 3683500
Mobiel +31 (0)6 54 30 86 21

diederick.nab@wago.com
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